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Chapter 1

Introduction

When a local network is connected to a public network it is exposed to a broad variety of
threats. Hackers are seeking continuously to infiltrate a weakly secured machine. Nowa-
days hacking has become an accessible technique to everyone because of existing tools
which exploit known security holes without the need of any expertise by the “user”. The
public Internet plays a vital role in all (rich) societies and hence protection from undesir-
able guests is a necessity. Firewalls play an important role in securing local networks from
the other parts of the Internet. They are usually located at a single-purpose router or at
a general-purpose computer.

| nternal Network

Data transmitted over the Internet is split into IP-packets. When any file is sent from
one place to another, the Transmission Control Protocol (TCP) layer of TCP/IP divides
the file into pieces of an efficient size for routing. Each of these packets is separately
numbered and includes the Internet address of its destination together with additional
header information. The individual packets of a given connection may travel different
routes through the Internet. When they have all arrived, they are reassembled into the
original file by the TCP layer at the receiving end.

A firewall basically has to judge if an incoming or outgoing packet is allowed to pass
by or has to be denied. Therefore the administrator decides which packets should be



2 Introduction

allowed and which should not and thereupon configures the firewall accordingly to his/her
decisions. This is done using a list of filter-rules. Unfortunately there is a tendency of these
rule-lists to forfeit perceivability by growing with the time because new rules are added or
old ones are changed. As long as the same maintainer keeps control over the firewalls he
administrates (which includes commenting, documenting,. ..) everything might be under
control but when a new maintainer is confronted with such a grown set of lists he most
likely wont be able to grasp the implemented policy. Also changes applied to a long list
of rules are very hard to test for desired behaviour because their interconnection with
the already existing rules is elusive. Therefore there is a great need for tools which allow
performing analysis here. In this work we will examine data structures and algorithms
which enable analytical tasks in an efficient, i.e. implemantable way.

Not theoretical but pragmatical considerations have motivated the present syntax in
which system administrators configure firewalls. Unfortunately this syntax is not suited
to perform serious analysis. Even simple questions like are two firewalls doing the same?
can not be answered. Approaches to analyse and compare firewalls are subject to the
succeeding chapters. In this context new syntactical descriptions of firewalls which allow
to reason about them will be presented.

Currently just a few approaches exist to analyse firewalls and they are all still under
development. In this work we will outline an existing attempt based on boolean logic
and introduce a new concept based upon computational geometry. Implementation issues
will be clarified using efficient known data structures and algorithms. Additionally a new
algorithm will be presented which can be applied to a broad range of geometry-related
topics. It has some promising features which make it an interesting alternative to other
known algorithms which are already implemented in firewall analysis tools.

Most of the actual attempts are based on logic and supporting data structures like
binary decision diagrams (BDDs). We will give all these approaches a common theoretical
background using set- and category theory. This will show how all approaches derive from
the same abstract operations and algorithms.

This work lays the fundament to implement a geometry-based solution and to compare
it with other ones. It will be seen that a comparison based on theoretical bounds is not
practical because all approaches highly depend on heuristics. Therefore only real-life
implementations may judge and compare here in the future.

Outline

In chapter 2 the basic notions and notations will be formally defined. We start investi-
gating the topic by founding it on set-theory. This will not yield implementable algorithms
but it clarifies the tasks we deal with in a general way without the bounds of a specialised
data structure. Based on this the two main directions to proceed are introduced: logic
and geometry.



Chapter 3 gives a structural view on the topic using category theory. All concepts
will be modelled as a category and their equivalence (in a categorical sense) will be proven.
This shows the interconnections between them and gives them a common mathematical
structure. The aim of this chapter is to increase the understanding of the objects we deal
with and to proof the structural correctness of the geometrical and logical approaches.

Chapter 4 discusses implementation issues of the geometrical approach. We will
introduce and develop supporting data structures and algorithms for storing and modifying
so called hyperrectangles.

Chapter 5 gives a summary on the topics we have dealt with and an outlook.
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Chapter 2

Basic notions and approaches

In this chapter the introduced concepts and tasks will be exemplified and defined con-
cretely. Firstly packet filters are presented followed by a demonstration of the analytical
problems which come along with their syntactical descriptions (rule-lists). The next part
of the chapter examines possible solution approaches from a formal point of view. Set
theory is used to model patterns of data structures and algorithms which will be applied
to concrete implementations in the remainder of the chapter.

2.1 Packet filtering

Packet filtering is a basic firewall technology. Based on a list of packet filtering rules a
packet filter decides for every IP-packet it handles if it is permitted, i.e. routed to its
destination, or denied. Packet filtering can roughly be divided into two classes:

e Basic packet filtering
The filter-device examines primarily the data given in the headers of the Internet-
and Transport Layer. Usually this means an IP-header encapsulating a TCP- UDP-
or ICMP-packet. In addition, the device has knowledge of the interface the packet
came in from or wants to go out through.

e Stateful or dynamic packet filtering
In this case the filter-device keeps track of certain states of a transaction. For ex-
ample it is possible to define rules like:
Let incoming UDP packets through only if they are responses to outgoing UDP pack-
ets you have seen.
Advanced packet filters are even able to look deeply in protocol-specific data residing
at the Application Layer, e.g. usernames of ftp-connections.

We will concentrate in this work on the analysis of basic packet filtering in IPv4. The most
common header attributes which are of interest for packet filtering and their domains are
shown in table 2.1. MAXIFACE represents the maximal number of interfaces addressed by the
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Table 2.1: IP-Packets with respect to Packet Filtering

Attribute ‘ Domain ‘
Interface {iface; | 1 <1i < MAXIFACE}
Direction {In, Out}

Source Address n]0<n<2%2 -1}
Destination Address | {n | 0 <n <232 -1}
Protocol {TCP, UDP, ICMP}

Source Port {n]0<n<21 -1}
Destination Port n]0<n<2 -1}

ACK Bit Set {Any, Yes}

Table 2.2: Example Rule-List

’ Rule ‘ Source IP | Dest.IP H Action

A 10.% . * % 172.16.6.* || Permit
B 10.1.99.* 172.16.*.* || Deny
C Any Any Deny

firewall. Depending on the Transport Layer Protocol not all attributes are relevant. The
table shows that about 2!%° different packet headers are possible here. This makes clear
that there is a great necessity for a formalism that can talk about all this packets efficiently.
A list of filter-rules is used to define the sets of permitted and denied packets. Table 2.2
shows an example (taken from [24]). Note that in IPv4, IP-addresses are represented as
4 segments of 8 bit each. Rule C' corresponds to a default-deny policy. Usually this is the
default policy implemented in a firewall, rule C could then be omitted. We will always
assume here that such a default-policy exists as a rule, i.e. the list handles every possible
packet.

Independent of a concrete packet filter syntax, all of them provide constraints on the
domains of the attributes. For example Source IP = 192.168.*.* is a wildcard-like
notation for the constraint (SourceIP > 192.168.0.0) A (SourceIP < 192.168.255.255).
For every packet the firewall performs a lookup, i.e. going top-down through the list until
a rule matches the packet header. Then it takes the action specified by that rule. A good
practical introduction to firewalls is [24].
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2.2 Analytical tasks

Firewall based research can roughly be divided into three main areas: enhancing lookup-
performance, analysis through testing and analysis through verification. Here we concen-
trate on the latter. That means that we want to analyse a single firewall and compare
several ones by proving certain properties. Additionally we are interested in computing
new rule-lists out of given ones. These properties and operations should allow for answer-
ing questions like:

e regarding a single rule-list:

» are there redundant rules?

» can the rules be optimised (fewer, ordered, ...)?

e regarding several rule-lists L;:

» accepts respectively denies Ly the same packets as Ly?
» are all packets accepted by L; also accepted by Lo?

» which packets are accepted by both Ly and Lo?

» which packets are accepted by Lo but not by Ly?

The firewall administrator can then check and analyse the firewall he is confronted
with. Especially if it is a rule-list written by a different person it is quite hard to see what
exactly the firewall does. He can also compare several firewalls or test if modifications he
applies have the desired effect.

The main problem with filter-rules is that rules may “overlap”, i.e. two rules talk partly
about the same set of IP-packets. If one of them is a Permit- and the other a Deny-rule it
is not clear what should be done with the packets in the intersection. That is why a total
order needs to be defined on the rules. This is achieved by going top-down through a list
of rules as introduced. Because of the importance of the rule-order, rules can not be seen
separately - preceding rules may overlap and therefore reduce the effect of a successor.

We visualise this with the example given in table 2.2. If we interpret the Source IP
and Dest . IP Domains as axes spanning a plane we can see the three rules as rectangles. In
figure 2.1 the successive application of the rules in order A, B, C' is shown. It can be seen
that all rules overlap pairwise. Rule B is redundant in this order because it is followed
by rule C which also is a Deny-rule that includes, respectively totally overlaps rule B.
The black rectangle in the lower right part of the figure represents the resulting permitted
IP-packets. If we apply the rules in order B, A, C the resulting permitted IP-packets differ.
This is visualised in figure 2.2. We have seen that rule B is redundant in the A, B,C-
scenario. That means that removing rule B from rule-list A, B, C yields a (semantically)
equal list. It follows that semantical equality does not lead to syntactical equality. In
other words filter-rules are no canonical structures which is another problematic property.
These two properties of rule-lists make them unsuited for our needs. In this work we will
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Dest. 1P Dest. 1P
172.16.255.255 —| 172.16.255.255 —
172’16.6.2557 - -
172.166.0 — 172.16.6.0 —
1721600 — 17216.00 —

\ \ \ \ Source |P \ \ \ \ Source IP
10.0.0.0 101990  10.1.99.255 10.255.255.255 10.0.0.0 101990  10.1.99.255 10.255.255.255
Dest. IP Dest. IP

172.16.255.255 — 172.16.255.255 —

172.16.6.2557 -
172.166.0 —|

172.16.00 —|

172.16.6.255 —|

172.166.0 —|

172.16.0.0 —|

\ \ \ \ Source |P \ Source IP
10.0.0.0 101990  10.1.99.255 10.255.255.255 10.0.0.0 101990  10.1.99.255 10.255.255.255

Figure 2.1: Rules Applied in Order A,B,C

study new syntactical representations of rule-lists which allow us to check the properties
and apply the operations we want. To do so we first have to transform the rule-list
to such a new syntax and make sure that the semantics, i.e. the permitted and denied
IP-packets, retain. Additionally it should be possible to transform the new syntactical
representation back to a rule-list. Because they are not canonical we can not expect to
get the syntactically equal rule-list after transforming to a new syntax and back. Only
the semantics will retain. The following diagram shows these connections:

Rule — List. Ry

| -~

New Syntax“——— Semantics S

|- —

Rule — List Ry
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Dest. IP Dest. IP

172.16.255.255 — 172.16.255.255 —

172.16.6.255 —|

172.16.6.255 —|

172.16.6.0 —| 1721660 —

172.16.0.0 —| 172.16.00 —

Source IP [ \ Source IP
10.0.0.0 101990  10.1.99.255 10.255.255.255 10.0.0.0 101990  10.1.99.255 10.255.255.255

Dest. IP Dest. IP

B C

172.16.255.255 — 172.16.255.255 —

- . .
172.166.0 —|

1721600 —|

172.16.6.255 —|

172.166.0 —|

172.16.0.0 —|

Source IP \ Source IP
10.0.0.0 10.1.99.0 10.1.99.255 10.255.255.255 10.0.0.0 10.1.99.0 10.1.99.255 10.255.255.255

Figure 2.2: Rules Applied in Order B,A,C

More than the two actions permit/deny are conceivable, e.g. a Reject-rule could deny
a packet and additionally inform the sender about the rejection. We will also study
generalisations here.

Work on analysis through verification techniques is relatively rare. Just a few ap-
proaches exist and they are still under development. Almost all of them are either logic-
or geometry-based. That is why we first give all approaches a common structural foun-
dation based on set- and category theory. Then two concrete implementations will be
introduced, a logical approach which was mainly investigated by Scott Hazelhurst ([13],
[12], [3]) and a geometrical approach which was partly studied by the author.

Besides studying the concrete implementations we will examine how they derive from
the common structural foundation. We want to give the big picture which helps to under-
stand all the approaches and their interconnections from a higher structural level.
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2.3 A foundation based on sets

For every possible IP-packet a firewall has to decide if it should be permitted or denied.
We have seen that a great amount of different IP-headers can occur. Filter-rules are used
to classify these packets. Because packet filters distinguish IP-packets only regarding their
header information we will use IP-packet and IP-header synonymously in the following!.
We have also motivated that rule-lists are unsuited for further analysis. New approaches
will be introduced with respect to a set-based foundation.

The basic objects we are dealing with are IP-packets, filter-rules and rule-lists. Let IP
be the set of all possible IP-packet headers regarding an IPv4 packet filter. We already
know that [IP| ~ 2'%0 the exact size in a concrete firewall implementation does not matter
here. A packet p is in this sense just an element of I P. A single filter-rule describes a set
of permitted or denied packets. So it represents a subset of I P connected with an action
(permit or deny). A complete rule-list tells the firewall for every packet the desired action.
So we can see such a list as a function filter:

filter : IP — {permit, deny}

Because every function represents a sorting of the domain by a property (see [15]) we
can also interpret a rule-list as two sets Permit and Deny which are a partition® of IP.
Summarised we get:

Object | Semantics

packet | peIP

rule rCIP

rule-list | Permit C IP, Deny C IP

Seeing the semantics of packet filters, i.e. rule-lists, from this point of view there is no hint
pointing at procedural top-down semantics. This raises hope to find alternative structures.
The first thing we have to do is to get rid of the procedural semantics. Let us see how this
works with sets.

2.3.1 Transforming rule-lists to sets

We want to extract the semantics of a rule-list, that means we want to calculate the two
sets Permit and Deny. In other words we are transforming the procedural semantics into
a simple set-based one.

The basic idea of the following algorithm® SetSemTD is that a packet is permitted by
a rule-list iff it is permitted by a Permit-rule and not denied by a preceding Deny-rule.
Analogously a packet is denied by the list iff it is denied by a Deny-rule and not per-
mitted by a preceding Permat-rule. The algorithm gets as input a rule-list L and returns

!Formally we are defining equivalence-classes of IP-packets with the same relevant header information.
Zsee Appendix A
3 A simple pseudocode is used throughout this work.
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a set Permit of accepted IP-packets and a set Deny of rejected ones. It goes top-down
through the list. size(L) is the number of rules in the list, L(i) is the rule number i.
type(L(i)) returns permit if the rule i of list L talks about permitted packets or deny
otherwise. [L(i)] stands for the set of IP-packets the rule L(i) talks about (a subset of I P).

SetSemTD(List L)
Permit, Deny: Set := ()
FOR i := 1 TO size(L) DO {
IF type(L(i)) = permit DO
Permit = Permit U ([L(1)] \ Deny)
IF type(L(i)) = deny DO
Deny = Deny U ([L(1)] \ Permit)
i=i+l
}

RETURN (Permit, Deny)

Permit = IP \ Deny holds because Permit and Deny are a partition of IP. There-
fore it is sufficient to figure out either the set Permit or the set Deny. We will choose
Permit because it is usually much smaller than Deny with respect to a default-deny pol-
icy. Now the algorithm can be simplified to a bottom-up version SetSemBU:

SetSemBU (List L)
Permit: Set := ()
FOR i := size(L) DOWNTO 1 DO {
IF type(L(i)) = permit DO
Permit = Permit U [L(1i)]
IF type(L(i)) = deny DO
Permit = Permit \ [L(1)]
i:=1i-1
}

RETURN Permsit

Finally a third recursive version SetSemREC is given. The basic idea is here that if the
first rule of a list is a Permit-rule a packet is permitted by the list iff it is permitted by
this rule or permitted by the rest of the list. Dealing with a first Deny-rule a packet is
permitted iff it not matches this rule but is permitted by the rest of the list. tail(L) is
the list L without the (actual) first rule L(1):

SetSemREC(List L)
IF size(L) = O RETURN 0
ELSE {
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IF type(L(1)) = permit DO

RETURN SetSemREC(tail(L))U [L(i)]
IF type(L(1)) = deny DO

RETURN SetSemREC(tail(L))\ [L()]

All approaches to analyse firewalls use one of these algorithms applied to their data struc-
ture to get rid of the procedural semantics.

2.3.2 Performing analysis

In the semantical world of sets analysis is straightforward. From now on we denote with
[L] the set of permitted packets by rule-list L, i.e. [L] =4.s SetSemBU(L) = SetSemREC(L).
We can now apply simple set operations to perform analytical tasks. To check if a given
IP-packet p is permitted by a firewall with rule-list L we test if p € [L]. Semantical
equality of rule-lists is simply an equality on sets and so on. We get the following basic

operations:

Analytical Task ‘ Semantics ‘
is packet p accepted by list L? p € [L]

are lists L; and Ly equivalent? [L1] = [Le]
are all packets accepted by L; also accepted by La? | [L1] C [L2]
which packets are accepted at least by L; or La? [L1] U [Le]
which packets are accepted by both L; and Ly? [L1] N [L2]
which packets are accepted by L; but not by Ly? [Li] \ [L2]

Based on these operations more complex questions can be answered, e.g. which packets
are accepted by either Ly or Lg, but not by both? corresponds to ([L1]U[Lz2])\ (JL1] N[L2])-
Generalisation to multiple actions

Usually packet filters only have two possible actions, permit and deny. But as introduced
in chapter 1 more actions are conceivable, e.g. Reject-rules. To analyse such filters the
algorithms and operations have to be generalised. Now we deal with n possible actions
Aq, ..., A,. Therefore such a rule-list with multiple actions represents a function filterys:

filterys : IP — {Ay,..., An}

The sets Ay, ..., A, are again a partition of I P. Summarised we get here:

’ Object ‘ Semantics ‘
packet | peIP
rule rCIP
rulelist | Ay CIP, ..., A, CIP
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Adapting the Algorithms Now we give the generalised versions of the SetSem al-
gorithms. type(L(i)) gives here the number of the action taken by rule L(i), i.e.
type(L(i)) € {1,...,n}.

SetSemTD),(List L)
Ai,...,A,: Set :=10
FOR i := 1 TO size(L) DO {
SWITCH type(L(i)) {
CASE 1: Ay = Ay U([L()]\Ujeq.ny 45)

CASE n: Ap = A UL\ Ujeqrn-13 45)
}
it= i+1

}

RETURN (A;,...,A,)

SetSemBU),,(List L)
Ai,...,Ay: Set :=10
FOR i := size(L) DOWNTO 1 DO {
j = type(L(i))
A; = A;ULLG)]
FOR ALL Ay, k#j DO
Ap = A\ [L(3)]
i:=1i-1
}

RETURN (A4i,...,4,)

SetSemREC),, (List L)
Ai,...,A,: Set :=10
Bi,...,B,: Set :=10
IF size(L) = 0 RETURN (Ai,...,A,)
ELSE {
(Bi,...,By,) = SetSemREC) (tail(L))
j = type(L(i))
Aj = Bj U[L(i)]
FOR ALL Ay, k#j DO
Ay = By \ [L(1)]
RETURN (A, ..., Ay)

Note that the algorithms can be easily adapted to figure out just a choice of the sets A;.
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Adapting the Analysis We set [L] =gcf ([L]1, ..., [L]n) =def SetSemTDp/(L) =
SetSemBU;/(L) = SetSemREC,,(L). Now more specific questions are necessary because the
action of interest has to be specified.

’ Analytical Task ‘ Semantics ‘
is action 7 taken for packet p? p € [L];
are Ly and Lo equivalent w.r.t. to action 7 [L1]i = [Le]s

is for all packets for which action 7 is taken by L;
also action i taken by Lo? [L1]: € [Le]s
for which packets is action i taken by at least Ly or Lo? | [L1]; U [La];
for which packets is action ¢ taken by both Ly and Lo? [L1]i N [Le]s
for which packets is action i taken by L; but not by La? | [L1]; \ [L2]s

All these operations only take care about one specific action. That is why none of them
results in a new partition of IP, i.e. a rule-list. If we want to gain new lists out of given
ones we have to operate on them as a whole, i.e. taking care about all actions at once. Just
performing the above operations separately on every single action will not succeed, e.g. a
pairwise uniting [L1]; U [La]; for all i may lead to non-disjoint sets. Pairwise intersecting
or subtracting may lead to sets which do not cover IP anymore. In other words these
operations do not preserve partitions. More complex operators have to be defined. The
union should map an action 7 to a packet if one of the united lists does so. But because
several lists generally perform several actions on a packet it is unclear which action should
be taken. One possible solution is to establish priorities on the actions and then unite the
corresponding sets [L]; with respect to these priorities. That means that always the action
with the highest priority will be chosen for the resulting rule-list. This is well defined with
the notion of the ordered union in appendix A and written here [Li] U< [La]*.

As said before pairwise intersecting and subtracting is also not sufficient for a well-
defined definition. To make the function filter,s total a default action ¢ has to be defined
which is taken in all unclear cases. Priorities are not necessary here. We write such an
intersection and subtraction with default action as [Li] N; [La], respectively [Li] \; [L2]
and get the following operations regarding lists seen as a whole:

Analytical Task ‘ Semantics ‘

are lists L; and Ly equivalent? [Li] = [Le]
ordered union [L1] U< [L2]
intersection with default action ¢ | [L1] N; [L2]
subtracting with default action ¢ | [L1] \; [L2]

4Note that the union of the Permit-sets in the case of just two possible actions Permit and Deny as
introduced in subsection 2.3.2 is a special case of the ordered union with Deny < Permit.
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Redundant rules

Given a rule L(i) with type(L(i)) = j. We call L(i) redundant, written R(L(1)), iff
[L]; = [L\L(i)]; where L \ L(i) is L without rule L(i). Three cases can occur. It
is possible that rule L(i) describes a subset preceding rules P C {L(1),...,L(i —1)}.
Or it describes a subset of succeeding rules S C {L(i +1),...,L(size(L))} having same
action j where additionally holds that all rules in between L(i) and the last of S, written
L(1ast(S))?, are not cut down by L(i). Thirdly a combination of both is possible. First
we define what it means that a rule L(m) is cut down by L(i), written L(i) > L(m):

L(1)>L(m) aef @ <mAtype(L(i)) # type(L(m)) A

LOINE@IZ |J L]

Now we can define the redundancy formally as:

R(L(1) < IFISC{L(i+1),...,L(size(L))} with VR € S : type(R) = j and
VL (k) with k € ]i..last(S)[ holds L(i) t¢ L(k) such that
Lwic U Reiu |JIr]

kel..4] ReS

Analysis — summary

We have seen that analysis with multiple actions is less straightforward than in the two-
action case. More complex operations have to be applied because it is difficult to analyse
rule-lists seen as a whole. Of course all that can not be implemented directly because the
involved sets are too big for being taken as a data structure. But as announced before the
basic ideas and algorithms will reappear in all approaches. That is why the foundation
on sets serves as a guideline to develop structures and algorithms which allow performing
analysis with a feasible complexity.

2.4 Approaching uncorrelated and canonical structures

As introduced in chapter 1 analysis with rule-lists is difficult for two main reasons:
1. order of the overlapping rules matters
2. syntactically different rule-lists can have the same meaning, i.e. semantics

Because of the first reason and with respect to [21] we call rule-lists correlated structures.
That is a data structure which consists of interdependent parts. The SetSem-algorithms
extract the meaning of a rule-list into a set, obviously an uncorrelated structure because

i =last(S) & L(i) € SAVL(F) € S\{LG)}:j <
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elements of sets are independent entities. Analysis based on sets showed up in an easy
and straightforward manner because of this property. What is needed to implement the
analytical operations are uncorrelated data structures which can represent such a set
efficiently.

Sets have another useful property which helps analysing, they are unique objects. No
two sets with the same elements can be different. That means for our data structures that
in opposite to rule-lists syntactical difference must lead to semantical difference. Structures
having the latter property are called canonical structures. One advantage of having such
structures is that checking semantical equality can be done simply by comparing the
syntax.

Imagine for example that a packet filter only allows to define non-overlapping Permit-
rules. It accepts all packets which are permitted by these rules and implicitly denies
all other. Such rule-lists are no real lists anymore because the order of non-overlapping
rules does not matter. Therefore we have gained an wuncorrelated structure, but because
syntactical different non-overlapping lists can still have the same semantics the structure
is not canonical. Summarised we are searching for data structures with the following
properties:

e implementable with a feasible complexity

e uncorrelated, therefore no procedural semantics
e canonical

e allow performing the analytical operations

e allow back-translation to rule-lists

A general introduction into two main approaches is given in the following. We will take
again the case of two possible actions permit and deny as a starting point and generalise
this later.

2.4.1 A geometrical approach

In chapter 1 we have interpreted the Source IP and Dest.IP Domains as axes spanning a
plane. As a result every rule which only cares about these two attributes could be seen as a
rectangle. If we deal with more attributes we have to generalise this idea to rectangles with
more than two dimensions. Such geometrical objects are called hyperrectangles. They are
defined by the product of axis-intervals. Strictly speaking we deal in the two-dimensional
space with points, horizontal and vertical line segments and rectangles whose sides are
axis-parallel. Such objects are also called orthogonal objects or iso-oriented objects (see
[19], VIIL, 5.). If we deal with d dimensions we can define a hyperrectangle R as follows:

d
R= H[lj, ;] where I; < r; Vj
j=1
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Now every rule L(i) in a rule-list corresponds to such a hyperrectangle in a d-dimensional
space (where d is the number of attributes used by the list) connected with a permit or
deny action, denoted (L(i)). A whole rule-list represents therefore a list of such hyper-
rectangles and a packet is a d-dimensional point.

Applying this to the example given in chapter 1, table 2.2, we get a list of three
hyperrectangles A, B and C. Because the rules deal with two attributes we have two axes,
Source IP:[0.0.0.0 - 255.255.255.255] and Dest.IP: [0.0.0.0 - 255.255.255.255]. Together
we get:

’ Rule ‘ Source IP X Dest.IP H Action ‘
A [10.0.0.0, 10.255.255.255] X [172.16.6.0, 172.16.6.255] Permit
B [10.1.99.0, 10.1.99.255] X [172.16.0.0, 172.16.255.255] || Deny
C [0.0.0.0, 255.255.255.255] X [0.0.0.0, 255.255.255.255] Deny

Let p be the packet with Source IP = 10.1.99.42 and Dest.IP = 172.16.1.2. Interpreted
as a two-dimensional point we write (p) = (10.1.99.42, 172.16.1.2). To decide if this
packet is accepted or denied we go again top-down through the list and check if the
corresponding point lies within the actual rectangle. Because (10.1.99.42, 172.16.1.2) €
[10.1.99.0,10.1.99.255] x [172.16.0.0,172.16.255.255] rule B matches and the packet is de-
nied.

Of course the unwanted properties are still present, the structure is correlated and not
canonical. The geometrical interpretation would only be useful if we manage now to get
rid of these properties by geometrical transformations.

Splitting and normalising hyperrectangles

Let us first concentrate on the “overlap problem”. We have solved this in the set scenario
by applying one of the SetSem-algorithms. They give us now a good pattern for a geomet-
rical solution. If we take again a look at the SetSemBU variant we see two main operations,
the union (U) and the subtraction (\) of sets. If we denote the geometrical counterparts
with @ and & the algorithm looks like this:

GeolnterBU(List L)
Permit: Set of Hyperrectangles := ()
FOR i := size(L) DOWNTO 1 DO {
IF type(L(i)) = permit DO
Permit = Permit @ (L(1))
IF type(L(i)) = deny DO
Permit = Permit © (L(1))
i:=1i-1
}

RETURN Permit
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Figure 2.3: Naive Applying of A® B and AS B

A

Figure 2.4: Some Possible Results for A & B

Now it has to be clarified what exactly the operations @& and & should do. We want
to gain a set Permit of hyperrectangles which include exactly the points, i.e. packets,
of [L]. In the @-case a union should be undertaken. The © operator has to subtract a
given hyperrectangle from a set of given ones. Figure 2.3 shows a simple two-dimensional
example with two rectangles. It can be seen that uniting and intersecting hyperrectangles
6

does generally not lead to hyperrectangles anymore®. This is problematic for two main

reasons:
e efficient data structures and algorithms for hyperrectangles can not be applied
e back-translation to rule-lists is not straightforward

That is why we want the operators & and © to result again in a set of hyperrectangles. But
we have to make sure that they do not overlap to gain an uncorrelated structure. Generally
there are many ways to do so. Figure 2.4 shows some possible results. Of course there are
a lot more candidates for a solution which may differ in the amount of resulting rectangles.
Figure 2.5 gives examples for the & operator. We will study concrete implementations
in chapter 4. For now we assume having efficient algorithms for such @& and © operators
which are suited for any dimensions. Now it is possible to use the GeoInterBU-algorithm

In the ®-case the resulting object is called the contour of the union. Efficient algorithms exist which
solve the so called contour problem. See [19], 5.2.2.
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J |

Figure 2.5: Some Possible Results for A © B

to transform a rule-list into a set Permit of non-intersecting hyperrectangles which exactly
include the [L] packets.

We have decorrelated the hyperrectangles and therefore solved the “overlap problem”.
But what shall we do when we want to compare two such Permit-sets? Imagine a list
L1 with two Permit-rules A, B and a list Ly with three Permit-rules A, B,C. Assume
further that both lists are semantically equal, i.e. [L;] = [L2]. The problem is that we
can not be sure that applying the GeoInterBU-algorithm will result in two (syntactically)
equal Permit-sets. In other words our structure is not canonical. A second transformation
has to be done which normalises the resulting Permit-sets in a canonical way to make
semantically equal sets also syntactically equal. Let us denote the canonical normalisation-
operator with \/. This is exemplified in figure 2.6. Again there are many candidates
for such a normalform. One canonical has to be fixed and computed. If we call the
normalisation algorithm GeoNorm we have to compute GeoNorm(GeoInterBU(List L)) to
get a decorrelated and canonical set of hyperrectangles. We denote this set by (L). In
chapter 4 we will see that is possible to do both decorrelation and canonical normalisation
in a single transformation. Summarised we have:

Object | Interpretation ‘

packet | d-dimensional point

rule hyperrectangle

rule-list | set of normalised, non-intersecting hyperrectangles

Performing analysis

We have already seen how it can be checked if a packet p matches a hyperrectangles R,
written (p) € R. To see if p is accepted by a list L we just have to check if the packet
matches one of the rectangles in (L):

<p> S <L> Sdef dR € <L> : <p> €ER



2.4 Approaching uncorrelated and canonical structures 19

IR
IR

Figure 2.6: Normalisation of Hyperrectangles

Because (L) is uncorrelated we can check this now parallel for every R and do not have
to take care of any order. Canonical normalisation gives us additionally the comfort of
checking semantical equality of lists simply by checking equality on sets of hyperrectangles.
Let us study the other operations.

o Union (U) We want to gain a set of non-intersecting hyperrectangles which include
all the packets from [L;] U [L2]. Because we have already an implementation of the &
operator we can adjust GeoInterBU to do so. It is called by GeoUnion((L1), (L2)).

GeoUnion(Set of Hyperrectangles H;, H)
Permit: Set of Hyperrectangles := H;
FOR ALL R € H, DO

Permit = Permit ® R
RETURN Permit

Additionally applying GeoNorm yields the wanted set, written

(L1) Ug (L2) =des GeoNorm(GeoUnion((L1), (L2)))

o Subset (C) Obviously [Li1] C [Lz2] holds geometrically iff the hyperrectangles in (Lg)
cover all the points from (L1). Figure 2.7 shows an example of a rectangle @) € (L) which
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Figure 2.7: Rectangle Q € (L;) covered by {4, B,C, D} € 2{L2)

is covered by four rectangles {A, B,C, D} € 2{L2)  Implementing the subset-check like this
would be very inefficient because for every @@ € (L) the corresponding set of covering
hyperrectangles has to be computed. A very fast subset check would be possible if the
normalisation-algorithm GeoNorm would split (L;) and (L2) in a way that [Li] C [Lo] <
VQ € (L1) 3R € (L) : @ = R. But to do so is rather inefficient too because GeoNorm
would need to know both sets (L1), (L) and normalise them simultaneously. Furthermore
the amount of resulting rectangles would grow tremendously. Unfortunately the same is
true for a GeoNorm implementation where [L;] C [Lo] & VQ € (L1) 3R € (La) : Q C R
holds. We take a closer look on normalising hyperrectangles in chapter 4. A different way
must be found for the subset check. Fortunately we can ask again set-theory for help. We
know that for two sets A and B

ACB<s AuB=B
holds. We have to check if the geometrical counterpart
[Li] € [L2] < (L1) Ug (L2) = (L2)

holds too. It does because we deal with a canonical structure, otherwise the equality
(L1) Ug (L2) = (L2) would not be guaranteed. Figure 2.8 demonstrates this. Rectangle
Q € (Ly) is covered by rectangles A and B € (La). The geometrical union (Ug) first unites
the rectangles A, B and @ to a new set of non-intersecting rectangles via GeoInter,.
But the normalisation via GeoNorm finally produces a result which is equal to the original
rectangles A and B. So it can be defined:

(L1) Cg (L2) ©der (L1) Ug (L2) = (L2)

o Subtraction (\) We want to gain hyperrectangles which represent the set [L;]\ [L2],
i.e. a set of all packets which are permitted by L; but not by L. Similar to the union-case
we can use the implementation of the © operator and adjust the GeoInterBU-algorithm:

GeoMinus(Set of Hyperrectangles H;, H>)
Permit: Set of Hyperrectangles := H;
FOR ALL R € H; DO
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QPDADB

Figure 2.8: Subset-Check {Q} C, {A, B}

Permit = Permit© R

RETURN Permsat

Additionally applying GeoNorm yields again the wanted set, written

(L1) \g (L2) =dey GeoNorm(GeoMinus((L1), (L2)))

o Intersection (N) Set-theory helps again to gain all packets which are in [L;] N [Lg]

because we know that for two sets A and B

holds. We use our already defined \4 operator to define here:

ANB=A\(A\B)

(L1) Ng (L2) =der (L1) \g ({L1) \g (L2))

Now we have developed geometrical counterparts which implement all the basic operations
as introduced in subsection 2.3.2:

’ Semantical Task ‘ Interpretation ‘

p € L] (p) €4 (L)

[L1] = [Lo] (L1) = (L2)
[L1] € [L2] (L1) Cq (L2)
[L1] U [L2] (L1) Ug (L2)
[L1] N [L2] (L1) Ng (L2)
[La]\ [L2] (L1) \g (L2)
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Generalisation to multiple actions

We have clarified what the ® and © operators have to do. Based on this we have de-
fined the geometrical interpretations of the basic set operations. Using this we can easily
adopt everything we said about multiple actions in subsection 2.3.2. Taking again the
SetSemBU,,; variant as a pattern we get:

GeolnterBU/(List L)
A1,...,A,: Set of Hyperrectangles := ()
FOR i := size(L) DOWNTO 1 DO {

j = type(L(1))

Aj = A0 (L(1))

FOR ALL Ay, k#j DO

Ay = A © (L(1))

i=1i-1

¥

RETURN (Ay,...,A,)

Exchanging now the set operations with their geometrical counterparts yields the interpre-
tations for all analytical tasks. For example answering for which packets is action i taken
by both L1 and Ly ? corresponds now to (Li); Ng (L2);. The definition of the ordered union
can be directly translated the same way and to add a default action ¢ we simply define a hy-
perrectangle R which spans the whole set 1P and perform (L); = (L); Uy ({R}\gUj—; (L);)-

Translating back to rule-lists

We are only dealing with sets hyperrectangles. It depends on the concrete expressive
power of a packet filter formalism if a single hyperrectangles fits to a single rule or if it
has to be split into several parts. Nevertheless it is straightforward to transform such a
set back to a rule-list. Because the hyperrectangles only represent Permit-sets the order
of the rules can be chosen arbitrarily.

Analysis without normalisation

We could have also used the subtraction-operation \4 to check if [Li] C [Lg] holds. We
know that for sets we have A C B < A\ B = (). Therefore we can define:

(L1) Cg (L2) Saer (L1) \g (L2) =0
Based on this implementation we can also check if [L;] = [La] holds:
(L1) = (L2) ©aef (L1) Sy (L) A (L2) Sy (L1)

Note that we have redefined the two operations which needed canonical normalisation to
work properly. Furthermore we can allow now that hyperrectangles overlap, i.e. & = U.
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Note that this still leads to an uncorrelated structure because we are only dealing with
overlapping hyperrectangles representing Permit-sets, their order does not matter. But
normalisation may be useful when dealing with more advanced tasks. It depends on
concrete implementation issues if normalisation is useful respectively necessary or not.

Geometrical approach — summary

An uncorrelated and canonical structure has been found — sets of non-intersecting hyper-
rectangles. Three basic algorithms are necessary: the addition of a hyperrectangle @, the
subtraction & and the canonical normalisation of a set of hyperrectangles via GeoNorm.
Based on them all analytical tasks can be carried out. We will study in chapter 4 how
these algorithms can be implemented.

2.4.2 A logical approach

Scott Hazelhurst [13], [12], [3] has developed an approach based on boolean logic. We give
here just a short introduction to the basic ideas.

A rule-list was introduced in chapter 1 as a list of constraints about the domains of
the used attributes. Using SIP and DIP as abbreviations for Source IP and Dest.IP, rule
A of example 2.2 can be seen as the constraint €(A) =

((SIP > 10.0.0.0) A (SIP < 10.255.255.255) A (DIP > 172.16.6.0) A (DIP < 172.16.6.255))

This constraint describes a condition a packet has to match to be permitted by rule A.
Going top-down through the list a Permit- or Deny-rule can occur. In the first case a
packet is accepted iff it matches the rule or if it is accepted by the rest of the list. In the
second case the packet is accepted iff it not matches the rule and is accepted by the rest
of the list. Therefore we can see the whole example as the proposition:

C(A) v (=€(B) A -€(C))

Because €(C) is a default-deny rule it matches every packet and is therefore logically a
tautology, written T. The negation of a tautology is a contradiction, written L. The
proposition can be simplified:

C(A)V (-€(B)A=€(C)) = C(A)V (-€(B)AT)
= C(A)V (-€B)AL)
= ¢4 VvL

= ¢(4)
If we apply the rules in order B, A, C' we gain this proposition:
-C(B) A (C(A) VvV —-€(C)) =-&B)A(E€(A)V-T)=-€&B)ANEA)

Obviously these propositions are no real propositional formulas because instead of boolean
expressions we have constraints representing a rule. But fortunately these constraints can
be easily transformed into boolean expression.
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Transforming rule-lists into boolean expressions

The basic idea is to code the binary representation of a number as a boolean formula. For
example the decimal number 172;¢ is binary 101011002. [log, 172] = 8 bits are needed,
therefore eight conjuncted boolean variables {x7,...,x0} can represent this number. The
corresponding formula is denoted as {17210 §:

2172103 = 21010110025 = x7 N xg ANx5 N\ x4 ANx3 N\ T2 N\ X1 NI

In TPv4 TP-addresses consist of four segments with eight bit each. 32 variables are needed
here to encode each of the Source IP and Dest.IP attributes. The same way we can
encode the Source Port and Dest.Port with 16 variables each. Allowing three different
protocol types TCP, UDP, ICMP two variables are needed and so on. Concentrating again
on the example 2.2 we deal with two attributes, Source IP and Dest.IP. 64 variables are
needed here: {s31,...,50,ds1,...,dp}. To encode a packet p; with Source IP = 10.1.99.42
and Dest.IP = 172.16.1.2 we conjunct the formulas representing the single attributes:

{p1§ = {10.1.99.42;p§ A {172.16.1.2/p§
The whole formula {p; § now looks like this:

{1010 § = (000010105 §
{1105 = (000000015
199105 = 1011000115 §
142105 = 1001010105 §
(172105 = 1101011005 §
{16105 = (000100005 §
{1105 = (000000015 §
{2105 = (000000105 §

)

—831 A 7830 A 829 A\ 828 A Sa7 A 826 A S25 A TS24 A
71823 A 1822 A 1821 A 820 A 819 A 818 A 817 A S16 A
=815 A\ 814 N\ 813 A\ —812 A =811 A 78190 A\ 89 A 8g A\

=87 N\ 8¢ N\ 85 N\ =84 N\ 83N\ 1189 A ST A8y A

d31 A —d3g A dag N\ —dag A dar A dog A —das A —dag N
—dog A —dag A —doy A dog A —dig A —dig A —di7 A —dig A
—dis A —dig A —dig A\ —dio A din A —dig A —dg A dg A
—dy A —dg A —ds N —dy A —dz A —da A dy A —dy

T 3T 30 0 07

The next step is to encode a single rule as a formula. To do so it has to be clarified how
constraints like (SIP > 10.0.0.0) A (SIP < 10.255.255.255) can be converted. It says that
every packet with 10 as first segment of its Source IP matches, the other segments play
no role. To check this only the variables {s31,..., s24} which represent the first segment
have to match. That is why we omit all other variables and convert this constraint into a
formula which only describes this first segment:

Z(SIP > 10.0.0.0)/\(SIP < 10.255.255.255)3 = —1831A\A71830/A\1829/\1828 AS27A\A1826/\S25 A1894

The same way all constraint can be converted. Again we conjunct them to gain a formula
representing a whole rule, e.g. {A§ =

{(SIP > 10.0.0.0) A (SIP < 10.255.255.255)§ A {(DIP > 172.16.6.0) A (DIP < 172.16.6.255)
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A packet p matches a rule L(i) now iff {L(1)§ derives from {p§, written {p§ F {L(1)§.
Obviously {p1§ ¥ (A§ and {p:§ - {B§ holds.

Now that a whole rule can be transformed into a boolean formula we can use our
initial idea to transform a whole list. The SetSemREC-algorithm implements exactly that
idea but we use again the easier non-recursive SetSemBU-algorithm to demonstrate the
conversion. Boolean algebra gives directly the logical connectives for the set operations,
the union becomes a disjunction and because A\ B = AN B we get:

LogicInterBU (List L)

Permit: Boolean Formula := L
FOR i := size(L) DOWNTO 1 DO {
IF type(L(i)) = permit DO
Permit = (Permit V {L(1)§)
IF type(L(i)) = deny DO
Permit = (Permit A —~{L(1)§)

i =1i-1

}

RETURN Permit

Note that the underlined brackets are part of the syntax of the resulting formula.

Normalising boolean formulas

We have managed to transform a whole rule-list into a boolean formula. But because
syntactically different formulas may be semantically equivalent (=) we also need to nor-
malise them in a canonical way. There are some known normalforms, e.g. conjunctive
normal forms (see e.g. [14]). But they have two properties which make them useless for
our needs. First they are no canonical normalforms, e.g. (p A —p) V (¢ A —q) = (p A —p).
Moreover transforming a formula into its conjunctive normal form can blow up the result
exponentially. Fortunately there exist a data structure which represents boolean formulas
in a canonical and usually compact manner: Binary Decision Diagrams (BDDs), originally
developed by Bryant (see [6]). For now it is enough to know that there exists a canon-
ical representation which additionally allows to apply all basic logical operations (which
result again in a canonical representation). Using this structure and its operations in the
LogicInterBU-algorithm we gain a canonical formula representing the permitted packets
of a list L, denoted (L§. Summarised we have:

Object ‘ Interpretation ‘

packet | canonical boolean formula (representing a truth-assignment)

rule canonical boolean formula

rule-list | canonical boolean formula
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Performing analysis

We have seen how to check if a packet p matches a rule. We can test the same way if the
packet is permitted by list L:

pell] & k1§

Because we use canonical representations semantical equality of lists leads to equivalent
representations. Union corresponds to disjunction and intersection to conjunction. Set-
subtraction can be modelled by conjunction and negation. The only interesting case is the
subset-relation. We want to check if [L1] C [La]. {L;§ models all formulas which represent
packets from [Li]. {La§ does the same for [Ly]. That is why we just have to check if {Ly§
derives from {L;§:

[L1] C [Lo] & (L1 § - (L2

Putting it all together:

’ Semantical Task ‘ Interpretation ‘

p€[L] {pS (LS
[L1] = [Lo] (L1§ = {L2§
[L1] € [Lo] (L1§ F {La§
[L1] U [Lo] {L1§V {L2§
[L1] N [Lo] {L1§ A (L2§
[La] \ [Lo] (L1§ A ~{L2§

Generalisation to multiple actions

Taking the SetSemBU;; as a pattern we get:

LogicInterBU ,(List L)
Aq,...,A,: Boolean Formula := L
FOR i := size(L) DOWNTO 1 DO {

j = type(L(i))

4 = (4, VIL()5)

FOR ALL Ay, k#j DO

A = (A A={L(1)5)
i=i-1
}

RETURN (Ay,...,A,)

Again it is straightforward to translate the ordered union. A default policy rule is
represented by the formula T. Therefore to add a default action i we perform [L;§ =

(Li§ V=V L5
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Translating back to rule-lists

Because a whole list is transformed into single canonical boolean formula represented by a
BDD it is more complicated to gain back a rule-list here. In [3] a algorithm called tablerep is
given which transforms a BDD representing a rule-list back into a tabular representation.
Roughly speaking the algorithm splits the d-dimensional space into smaller cubes until
such a cube completely covers Permit-packets. All such cubes represent a resulting rule.
The shape and size of the resulting table highly depends on a fixed order of the variables.

Logical approach — summary

With the help of BDDs another decorrelated and canonical structure has been found —
boolean formulas. Performing analysis can be done by applying basic logical operations
but gaining back rule-lists is more difficult.

2.5 Summary

Three fundamental concepts showed the way to perform analysis: set-theory, geometry and
logic. The semantical world of sets laid the foundations for more specific structures. The
geometrical approach is flexible and powerful enough to implement all wanted operations.
Using hyperrectangles may appear at first side less obvious because a canonical supporting
data structure needs to be developed. But BDDs are also tricky structures which are just
more familiar. And hyperrectangles do much more relate to a human readable tabular
form than BDDs do. In chapter 4 we will see how to implement data structures and
algorithms for hyperrectangles.

‘We have seen that rule-lists represent sets of packets and how they can be transformed
into sets of hyperrectangles and boolean formulas. Back-translating to rule-lists gives
bidirectional interconnections between all three concepts. From a semantical point of
view all concepts are equal. In the next chapter we will formalise and proof this equality
with the help of category theory which will give the concepts a common mathematical
structure.

The logical approach was developed by Scott Hazelhurst [13], [12], [3]. Adi Attar
[2] gives a detailed explanation of Scott’s ideas with a focus on performance. Mikkel
Christiansen and Emmanuel Fleury [7] use first-order formulas with integer constraints
instead of boolean formulas and Interval Decision Diagrams (IDDs) as a supporting data
structure. Alain Mayer, Avishai Wool and Elisha Ziskind [17] developed a topology-based
Firewall Analysis Engine (Fang). Pasi Eronen and Jukka Zitting [11] use an expert system
to analyse rule-lists.



Chapter 3

A categorical foundation

Every category consists of objects and so called morphisms between the objects. For
example sets as objects and functions as morphisms form a category. Other examples
are topological spaces with continuous functions or algebras with homomorphisms. The
connections between whole categories is given by functors. Formal definitions for all used
notions in this chapter are given in Appendix A. We will only deal here with very simple
categories and basic notions. We will use the notations of [10]. Other introductions to
category theory are e.g. in [16] and [1].

In chapter 2 we have dealt with three types of objects: sets of packets, sets of hy-
perrectangles and boolean formulas. The most fundamental operation firewalls perform is
lookup, i.e. answering the question is packet p accepted by list L? In sets this was modelled
by the €-relation. We could have also used the C-relation because e € A < {e} C A. The
same holds for sets of hyperrectangles because every packet is a special case of a hyper-
rectangles — a point. Therefore €, is a special case of C,. And with formulas we have
directly modelled the lookup via derivation: {p§F {L§ instead of interpreting a packet as
a truth-assignment. In other words a set consists of elements, a hyperrectangle consists
of points and a formula represents the truth-assignments which evaluate it to true. The
relations C, C, and F are in this sense a is part of -relation. All of them are reflexive and
transitive (a preorder, C and C, are even partial orders). That is why they are suited to
serve as morphisms.

For every concept a category will be constructed. Because preorders are used to define
if there is a morphism between two objects such categories are called preorder-categories.
We will see how the universal categorical constructions initial object, terminal object,
product, coproduct and exponent show up in every single category. Analytical tasks will
reappear in basic categorical terms. For example the product will exactly answer the
question which packets are accepted by both L1 and Lo ?

Finally we will model how to get from one category to another via functors. This will
show that all three categories are absolutely equal from a structural point of view. Such
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equal objects are called isomorphic objects'.

Proofs in preorder-categories are usually quite simple because there is at most one
morphism between objects. That is why not every proof will be given in detail. We will
take again the case of two possible actions permit and deny as a starting point and give
some ideas for generalisation later.

3.1 Categories with respect to firewall analysis

Because we are dealing with strict mathematical models of our structures every used notion
has to be formalised. We assume that the filter-rules deal with d attributes T7..7;. The
domain of an attribute is denoted by dom(T;) and we assume that:

Vi € {1..d} Ip; € N:dom(T;) = [0, (2P* — 1)]

Note that even IP-protocols are specified in the range [0, (28 — 1] according to RFC1340.
Now we can define the set IP as follows:

d
IP =g H dom(T;)

=1

3.1.1 The category of IP-sets: 2P

The category 2'F is defined as follows:
Obgip = 217
ifAC B
Morgw(A,B) = § UhHAC
orqe (A, B) { 0 olse

That means that there is exactly one morphism from A to B (called “x”) iff A C B.
Because C is a partial order the category-axioms hold.

Constructions

Initial object { is the initial object because for all sets A holds § C A.

Terminal object Because we deal with the powerset of IP all objects of 2™ are a
subset of I P. Therefore I P is the terminal object.

! Categories itself can be seen as objects in the category of categories with functors as morphisms.
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Product The product of two objects A and B, written A x B, is the intersection:
AxB=ANB

If there is an object X which is a subset of A and a subset of B then it follows immediately
that X is also a subset of AN B. That is all which has to be proven here. Note that a
product consists of the product-object and two morphisms, the projections. Because there
is only one possible morphism between objects these morphisms will not be mentioned
specially here.

Coproduct The coproduct, also called sum, of two objects A and B, written A + B, is
the union:

A+B=AUB

If there is an object X with A C X and B C X then it follows immediately that also
AU B C X holds.

Exponent For every two objects A, B € Obgip there is an exponent, written B4:
BA=4AUB

Note that A = TP\ A. Because Ax B4 = AN(AUB) = ANB C B the exponent-morphism
€ap:AX B4 — B always exists. Given an object C' and a morphism f: A x C' — B we
know that A x C = ANC C B. We have to show that C C AU B. Given an element
e € C we have two cases. If e € A we know that e € AN C and because ANC C B we
get e € B which induces that e € AU B. If e ¢ A we have e € A and therefore in every
case e € AU B holds.

Because the category 2IF has a terminal object, products and exponents the category
is cartesian closed.

Summary

Construction ‘ 2IP ‘
initial object 0 0
terminal object 1 | IP
product A x B ANB
coproduct A+ B | AUB
exponent B4 AUB

The categorical counterpart of a packet p € I P, denoted C(p), is represented in 2™ by the
singleton set {p} € Obgrp. A rule-list can describe any possible subset of IP, therefore
every object could be the Permit-set of a list L, denoted C(L)?.

*Note that [L] = C(L) w.r.t. 2'F.
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3.1.2 The category of IP-hyperrectangles: [2HRecti]

In chapter 2 we have defined the Cg-relation to check if [Li] C [La]. The implementation
of C4 was based on canonical normalisation to make the approach efficient. Here we do
not care about efficiency but structure. That is why we will see sets of hyperrectangles
just as sets of points when checking if [L;] C [Lo] holds. The advantage is that we can
use the normal subset-relation C on sets of points instead of the tricky C, one. Another
advantage of a point-wise view is that we can allow hyperrectangles within a Permit-set
to overlap. First we define the set HRect;p:

d
HRect;p =def {H[l“”] ’ li,’l”z' S dom(T,) with {; < Tz‘}
=1

A packet, i.e. point p = (¢1,...,t4) € I P is now a special case of a hyperrectangle because
H;i:l [ti,t;] = {p} and therefore we have {p} € HRect;p. Let S be a set of hyperrectangles,
i.e. § € 2HRectir e define the point-wise variant of S, written =(S), as:

B(S) =aes | J{{p} | p€ R}

ReS

Note that E(S) € 21Rectir and that @(0) = (). Now we can define an equivalence relation
2 on sets of hyperrectangles. Let Si, Sy € 2HRectP - We define:

S1 2 Sy ey B(S1) = B(S2)

The objects of our category are equivalence classes of hyperrectangles regarding 5 We

[2HReCt1p ]

define the category as follows:

Obgurectp; = {[S]g | § € 21t}

Morgurecp)([Al g, [Bla) = {{g} gslf(A)gE](B)

From now on we will just write [A] instead of [A]g.

Constructions

Because we have also chosen the C-relation as a morphism-indicator the constructions
(and proofs) are very similar to the ones in 2.

Initial object [0)] = () is the initial object because for all sets A holds () C A.
Terminal object The equivalence class which includes sets of hyperrectangles spanning

the whole set I P is the terminal object. Therefore we have [{IP}] as the terminal object
here.
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Product The product of two objects [A] and [B] is the intersection of the point-wise
representatives:

[A] x [B] = [B(A) N &(B)]

Coproduct The coproduct of two objects [A] and [B] is the point-wise union:

[Al+[B] = [B(4) uE(B)]

Exponent For every two objects [A], [B] € Objurect;p) there is an exponent, written
[B]lAl
(B = [@(4) u=(B)]

The complement of a set of points [(A) is defined here again with respect to the set of
all possible points in IP:

B(A) =4ey B{IP}) \ B(A)

Because the category [2HRectp]

category is cartesian closed.

has a terminal object, products and exponents the

Summary
Construction ‘ [2HRectip) ‘
initial object O [0]
terminal object 1 [{IP}]
product [A] x [B] | [B(A4) NE(B)]
coproduct [A] + [B] | [@(A4) U&(B)]
exponent [B]A) [@(A) UE(B)]

The categorical counterpart C(p) of a packet p € IP is represented in [2HRectir] by the
singleton set [{{p}}] = {{{p}}} € Objgnrect;p).
3.1.3 The category of IP-formulas: [Formyp]

First we have to know how many boolean variables we need for our formulas. This is
easy because we have assumed that every domain is of the form {0..(2P* — 1)}. Therefore
Zle p; variables are needed. The names are defined as follows:

d
B =dges (J{win - 2ip}
=1

By Form(3) we denote the set of boolean formulas regarding the variable-set 3. Because
syntactically different formulas ¢, € Form(3) can be semantically equal, written ¢ =
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1, we use sets of semantically equal formulas as objects. A morphism in the category
[Formyp| is now indicated by the preorder I :

{lpl= | ¥ € Form(P)}
{{? if o+

else

Ob[FormIp}

MOT[Formlp] ([@]E’ WJ]E) =

From now on we will just write [¢] instead of [p]=. By L we denote a contradiction and

by T a tautology.

Constructions

Initial object [L]is the initial object because for all formulas ¢ holds L F ¢.
Terminal object For all formulas ¢ holds ¢ - T, therefore [T] is the terminal object.

Product The product [¢] X [¢] of two objects [¢] and [¢] is the conjunction:

o] x [9] = [e A 9]

This is correct because if x - ¢ and y F ¥ we also have x F ¢ A .

Coproduct The coproduct [¢] + [¢/] of two objects [¢] and [¢)] is the disjunction:

[l + [¥] = [¢ V ¥]

Note that if o - x and ¥ F x we also have o V ¢ - x.

Exponent For every two objects [¢], [¢)] € Obgorm,p] the implication defines the expo-
nent object, written [/]1#:

[ = [p — v

The Modus Ponens and ¢ A x 19 = x F ¢ — 1 is all which is needed here.
Because the category [Formyp| has a terminal object, products and exponents the
category is cartesian closed.

Summary
Construction ‘ [Formjp] ‘
initial object 0 [L]
terminal object 1 [T]
product [¢] x [¢] | [p A Y]
coproduct [p] + [¢] | [¢ V]
exponent [¢][¥] [ — 9]




34 A categorical foundation

For all variables x € P we define the literal-set L(x) as L(x) =gef {x, —x}. In subsection
2.4.2 we have seen that a packet corresponds to a conjunction of literals representing
the bits of a number. The categorical counterpart C(p) of a packet p € IP is therefore
represented in [Formyp] by an object like:

/\ v e L)
zeP

3.1.4 Analysis in categorical terms

We have defined simple categories for every concept. Packets and rule-lists correspond
to the objects and there is a morphism between two objects A and B iff A is part of B.
Semantically equal constructs have been capsuled into a single object to get a bijection
between the categories. This will be studied further in the next section. Analytical tasks
of subsection 2.3.2 reappeared as simple categorical concepts and constructions. The
following table gives a summary:

Analytical Task ‘ Categorical ‘

is packet p accepted by list L? Im :C(p) — C(L)
are all packets accepted by L; also accepted by La? | 3m : C(L1) — C(L2)
which packets are accepted at least by Ly or Ly? C(L1) +C(La)
which packets are accepted by both L; and Lg? C(L1) x C(La)

3.2 Changing the views

In the last section we have seen that the same categorical constructions yield in every
category an object representing a certain analytical task. The categories seem to have the
same structure applied to different objects. That means that these categories are equal
from a structural point of view, they model the same thing in different words, i.e. objects.
We can see every category as a certain view on the modelled thing. To prove this we have
to show that the structure and expressive power of the views is equal for every category.
Therefore we need a connection between the objects and morphisms of different categories.
Such a connection is given by a functor going from one category to another.

3.2.1 From IP-sets to IP-hyperrectangles and back

Every set of hyperrectangles is basically a set of points. Every point is a packet. Therefore

2HReCt1p]

every object in 2T corresponds to one in | and vice versa. Because we only deal

with preorder-categories a functor has only one choice to map a morphism:

FMO'I’(*) =x*



3.2 Changing the views 35

That is why we wont mention this specially. The functor F : 2P — [2HRectip] i5 defined
as follows:

Fop(0) = [0]
Foo({p1,---,p;}) [{{p1},. - {pj}}]

We simply map a set of packets to the corresponding set of points. Note that Fpp(A) =
[S] = E(S) = S holds. Therefore A = B = Foy(A) = Fou(B) holds too, i.e. Fasor is
well-defined.

We could have also defined a functor .J : [2HRectie] _, 2IF which maps the point-wise
variant of a set of hyperrectangles to the corresponding set of packets. The functors seem
to be inverse, i.e. FoJ =1 d[2HRectIP] and Jo F' = Idye which induces that the categories
are really structurally equal, i.e. isomorphic, written [2HRectip] = 2IP Tngstead of defining
the functor I we simply argue that F' is bijective which also proves the isomorphism. F
is obviously injective. To prove that F' is also surjective we have to show that for every
[S] € Obpyurectip) there is a set A € Obyie with Fop(A) = [S]. This holds too because we
know that [(S)] = [S] and Fpp, maps sets of packets to sets of points.

3.2.2 From IP-sets to IP-formulas and back

Now we show how to get from a set of packets to an equivalence class of boolean formulas.
Every variable in ‘P represents a bit. For example the variables {x21,..., 22, } represent
the po bits which are needed to encode a number n € dom(Tz) = [0,(2P2 — 1)]. As
introduced a packet p € A € Obyre maps therefore to a conjunction of literals where a
negative (negated) literal represents a zero and a positive literal a one. We use again the
notation {p§ € Form(P) of chapter 2 to denote this conjunction. The functor G : 2'F —
[Formyp| is now defined as:

Gop(0) = [1]
Goo({p1,-.-,pi}) = [({p15) V...V ({p;5)]

Because for all boolean formulas ¢, holds ¢ F ¢ V 1) Garer is well-defined. Again it is
obvious that G is injective. To prove that G is surjective we have to show that every
boolean formula ¢ can be normalised to a semantically equal formula of the following

V A\ ve L@

zeP

Note that we are dealing with a special disjunctive normal form. It is easy to prove

form:

that this special form always exists. Because most books on propositional logic include
this proof we just sketch it here (see e.g. [10]). Given the truth-table of ¢ every row
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represents a truth-assignment which can be seen as a conjunction of literals. We just have
to disjunct the formulas corresponding to rows which evaluate ¢ to true to gain a formula
of the wanted form which is semantically equal to ¢. Because G is bijective the categories

are again isomorphic: [Formpp| = 2P,

3.2.3 Conclusions
Because isomorphism is an equivalence-relation we can conclude:

2IP ~ [ZHRectIp] ~ [Formlp]

We have shown that all categories are structurally equal. This has several implications.
Category theory guarantees now that we can travel safely from one category to another
via the functors. For example applying G to a product-object A x B € Ob,ip yields again
a product-object Gop(A x B) of Gop(A) and Gop(B) in [Formyp|. Imagine for example
that A = {p1,p2} and B = {pa, p3}. The following diagram shows the product-translation:

A= {p1,pa} ——2 o [((p15) V ((p25)]

; m

Ax B={p}i Con [({p25)] = Gon(A) x Gop(B)

; !

B = {pa, ps} ——2" = [(1p25) V ({ps5)]

At first sight it might surprise that (({p1§) V ({p25)) A (({p25) V ({psS)) = (p2§ holds. But

notice that every formula {p§ represents exactly one truth-assignment which corresponds
to a number. Therefore {p§ = {p§ A ~\{¢§, ¢ € IP\ {p} holds. In general every
construction and even algorithms using the constructions can be transferred between the
views. We have already done this in chapter 2 when adapting the SetSem-algorithms.
Another aspect is that we could see 2IF 2HRectip]
[Formyp| as implementation categories. From this point of view the semantical category
acts as a specification of the semantical structure. Showing that the implementation cate-

gories are isomorphic to it is like proving that they are correct with respect to the semantical

as the semantical category and [

structure.

Generalisation to multiple actions is more complicated because we are dealing with par-
titions which separate I P into more than two parts. This yields set-families (.5;);¢ (Ar,.An)
as objects for the semantical category. Because there is no simple lookup-concept any-
more we can not generalise this to gain a morphism-indicator. In other words we have no
is part of -operator when dealing with these partitions. One solution to define morphisms
here is given in [23],5.1 by Uwe Wolter. The basic idea is roughly that there is a morphism
between A and B iff A makes more elements of I P indistinguishable than B. We wont go
into detail here and keep this as future work.
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3.3 Summary

All approaches talk about the same — IP-packets. Every rule-list represents a set of
permitted packets. That is why such sets become the objects of the semantical category
2P The basic lookup-concept can be generalised to yield morphisms between the objects.
The geometrical and logical approach can be modelled as implementation categories which
are isomorphic to the semantical one and therefore correct with respect to the semantical
structure. Simple categorical notions and constructions correspond to analytical tasks we
have studied in chapter 2. We have seen that it is more appropriate to talk e.g. of the
product of two rule-lists instead of their intersection which is a set-fixed notion. Categorical
constructions are general but exact descriptions which appear as concrete constructions
in a given category.

The geometrical approach has the advantage that it can describe large subsets of 1P
by spanning hyperrectangles. This is why rule-lists use this idea to make firewall-setup
easy. But because points are a special case of hyperrectangles there is no loss of expressive
power, i.e. every subset of 1P can be described by a set of hyperrectangles. The logical
approach is based on numbering of the H?:l i — 951Pi elements of IP. To do so
Zgzl p; boolean variables are needed which represent bits. A set corresponds then to the
numbers of its elements. From a structural point of view it does not matter if an element
is represented by a point in an appropriate space or by a number described by a formula.
That is why we could prove the structural correctness.



Chapter 4

Implementing the geometrical
approach

In chapter 2 we have seen how sets of hyperrectangles can be used to perform analysis
of rule-lists. In this chapter we will introduce efficient data structures and algorithms for
these geometrical objects. The discipline we are dealing with here is known as computa-
tional geometry. In the next section 4.1 well-known data structures are summarised which
can be used to perform intersection-tests of hyperrectangles. A new algorithm which re-
moves intersections and performs canonical normalisation simultaneously is presented in
section 4.2.

4.1 Data-structures for hyperrectangles

Four tree-like structures are relevant: balanced binary search trees, range trees, priority
search trees and segment trees. All of them deal with points or intervals. Because hy-
perrectangles are interval products we can use these structures for storing and querying.
Everything in this section can be found more detailed in [4], chapter 5 and 10.

4.1.1 Binary search trees

A node v of a binary search tree consists of a key x(v) and links to the left subtree lc(v)
and right subtree rc(v). Additionally for all nodes v must hold that if [ is a node in
the left subtree of v then k(I) < k(v) and if v is a node in the right subtree of v then
k(b) < K(r). See figure 4.1 for an example. Note that different binary search trees can
represent the same set of values. The worst-case running time for most operations is
proportional to the height of the tree. That is why several enhanced versions have been
developed, e.g. AVL trees, 2-3 trees, B trees, Red-Black trees or Splay trees. They are
called balanced search trees and have the property that their height is in O(log(n)).

Such trees can be used to perform one-dimensional range searching. Given a set of
one-dimensional points p and a query interval [A, A’] we want to report all points which
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Figure 4.1: Binary Search Tree

lie inside the interval, i.e. A < p < A’. To do so we store the points at the leaves of the
tree and see the internal nodes just as splitting values to guide the search. Note that in
example 4.1 we have already drawn the leaves as squares. This tree therefore stores the
set of points {2,17,18,29,32,84,102,122}. We will see later how to construct such a tree
when dealing with range trees. To find all points in a query range like [17,31] we search
for 17 and 31 in the tree until we reach a leaf. Let A7 and A3 be these two leaves where
the searches end. The points in the interval [17,31] are stored in the leaves between A7
and Ag; plus possibly the points stored at Aj7 and Ajs; itself. Regarding the example we
have k(A7) = 17 and k(Ag1) = 32. Therefore the resulting set of points is {17,18,29}
(drawn dotted).

The algorithm 1DRangeQuery uses two subroutines. FindSplitNode computes the
node where the two search paths split (or the leaf where both end). It gets as input a
binary search tree ¥ and the query interval [A; A’[:

FindSplitNode(Tree ¥, Interval [A, A'])
v: Node := root(%)
WHILE v is not a leaf AND (A’ <«k(v) OR A > k(v)) DO {
IF (A’ < k(v) DO
v = lc(v) ELSE
v = rc(v)

}

RETURN b

In example 4.1 the split-node vy for [17,31] has k(bge) = 19. The second subrou-
tine traverses the subtree rooted at a given node and reports the points stored at its
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leaves. It is called ReportSubtree. Now we can define the algorithm 1DRangeQuery:

1DRangeQuery(SearchTree ¥, Interval [A, A'])
bspiit: Node := FindSplitNode(%,[A,A'])
IF vspe is a leaf DO
{ IF ’{(Usplit) € [A7A/] report H(Usplit) }
ELSE {

0= lc(ogpi)
WHILE v is not a leaf DO {
IF A <&k(v) DO {
ReportSubtree (rc(v))
v = lc(v)
} ELSE
o= rc(o)

}

IF k(v) = A report r(v)

0 = 1c(Ogppt)
WHILE v is not a leaf DO {
IF A’ > £(v) DO {
ReportSubtree (1lc(v))
v = rc(v)
} ELSE
o= lc(o)
}
IF k(v) = A’ report k(v)

}

RETURN b

In example 4.1 the search path is drawn in light grey whereas the subtrees given to
ReportSubtree are drawn in dark grey. Summarised we have:

Proposition 4.1 (One-dimensional range queries) Let P be a set of one-dimensional
points. They can be stored in a balanced binary search tree which uses O(n) storage and
has O(nlogn) construction time. The points in a query range can be reported in time
O(k + logn) where k is the number of reported points.

Proofs for this can be found in [4]. For further information about binary search trees see
e.g. [8] or [18].
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4.1.2 Range trees

Now we are coming to rectangular two-dimensional range queries. The corresponding data
structure presented here is called range tree'. The basic idea is that a two-dimensional
query is a composition of two one-dimensional queries, one on the x-coordinate of the
points and one on the y-coordinate. That is why we can use a combination of binary
search trees to find all points lying inside a rectangle.

Let P be a set of two-dimensional points. The main tree is a balanced binary search
tree ¥ built on the x-coordinates of the points in P. In addition to the coordinate we
have to store a link to the point itself to know where the coordinate belongs to. At every
node v of T we add a link to an associated balanced binary search tree 2(v) storing the
y-coordinates of the points located at the leaves of v. Again we link the y-coordinates
with the corresponding points. Note that ReportSubtree(A(root(¥))) = P and that if v
is a leaf A(v) stores the y-coordinates of the point stored at the leaf.

The following recursive algorithm Build2DRangeTree constructs such a range tree out
of a given set of points P in the plane:

Build2DRangeTree(PointSet P)
Oiefts Vright: RangeTree
Construct a binary search tree 2 on the y-coordinates of the points in P.

Store at the leaves a link to the point itself.

IF P contains only one point DO
Create a leaf v storing the x-coordinate of the point.
Link it with the point itself and with .

ELSE {
Let x,,;q be the median x-coordinate of the points in P.

Let P+ be the subset of P including points having a x-coordinate
less than or equal to Zq-

Pright = P\ Piegt

eyt = Build2DRangeTree (Ff¢)

0,ight = Build2DRangeTree (Fr;gnt)

Create a node v with k(b) = x,;¢ and link it with 2.
Set lc(v) = vjepr and rc(0) = Vpigns -

}

RETURN b

The query algorithm called 2DRangeQuery gets as input a two-dimensional range tree ¥
and a query rectangle [Aq, Aj] x [Ag, A}]. Note that the only difference to 1DRangeQuery
is that calls to ReportSubtree are replaced by calls to 1DRangeQuery:

"We could have also chosen Kd-Trees which are worse in query time but better in storage-usage.
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2DRangeQuery(RangeTree T, Rectangle [Aj, A]] x [Ag, AL)])
bgpiit: Node := FindSplitNode(%,[Aq, Al])
IF vgp is a leaf DO

Check if the point linked with b4y;; must be reported.
ELSE {

b= lc(nsplit)
WHILE v is not a leaf DO {

IF Ay <k(v) DO {
1DRangeQuery(A(rc(v)),[Ag, AL])
o= lc(v)

} ELSE

v = rc(o)

}

Check if the point linked with v must be reported.

b= TC(Usplz’t)
WHILE v is not a leaf DO {

IF A} > k(v) DO {
1DRangeQuery(A(1c(v)),[Ag, AL])
o= rc(v)

} ELSE

o= lc(v)

}

Check if the point linked with v must be reported.

The basic idea used for a two-dimensional query can be generalised to any dimension.
That means that we can see a d-dimensional query as a composition of d one-dimensional
queries, one on every coordinate of the points. Therefore the construction and querying
of two dimensional range trees can be easily adapted. We construct a balanced binary
search tree on the first coordinate of the points and use a (d-1)-dimensional range tree as
the associated structure.

Using a technique called fractional cascading can speed up the algorithms for range
trees. These special versions are called layered range trees. Together we have then:

Proposition 4.2 (d-dimensional range queries) Let P be a set of n d-dimensional
points with d > 2. They can be stored in a layered range tree which uses O(n Jogd—! n)
storage and has O(n logd—! n) construction time. The points in a rectangular query range
can be reported in time (’)(logd_1 n + k) where k is the number of reported points.

Proofs for this can be found again in [4]. Note that we need an enormous restriction
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to make coordinates of points comparable and to compute medians, no two points are
allowed to have the same coordinate regarding every single dimension. But we can get rid
of this restriction by using so called composite numbers for every coordinate. See also [4]
for details.

4.1.3 Priority search trees

Sometimes it is sufficient to compute all points inside a query rectangle which is unbounded
to one side, e.g. to the left: | — oo, A;] x [A,, A}]. Priority search trees are a combination
of search trees and heaps. In comparison to range trees they improve the storage bound
to O(n) w.r.t. these unbounded queries. Let us assume again that all points have distinct
coordinates. Given a set P of points the plane a recursive O(nlogn) algorithms builds a
priority search tree as follows:

e if P = () then the priority search tree is an empty leaf

e else let pyin € P be the point having the smallest z-coordinate. Let y,,;q be the
median of the y-coordinates of the remaining points. Let

Pbelow —def {p S \ {pmin} | py < ymid}
Pabove =def {p epP \ {pmin} | Dy > ymid}

The priority search tree consists of a root node v with an associated point p(v) =g ¢
Pmin and £(9) =def Ymid- A priority search tree constructed for Pyejo, becomes lc(v)
and one for Pypoye becomes rc(v).

If the points in P are already sorted on their y-coordinate a bottom-up construction can be
done even in linear time. The query-algorithm QueryPrioSearchTree uses a subroutine
ReportInSubtree which gets a root v of a priority search tree and a x-coordinate A, as
input. It computes all points having their x-coordinate at most A,. By p, we denote the
x-coordinate of a point p.

ReportInSubtree(Node v, Coordinate A;)
IF v is not a leaf and (p(v)); <A, DO {
report p(v)
ReportInSubtree(lc(v),A,)
ReportInSubtree(rc(v),A,)

}

QueryPrioSearchTree gets a priority search tree ¥ and query rectangle unbounded to the
left. It outputs all points lying inside that rectangle:

QueryPrioSearchTree(PrioSearchTree T, Rectangle | — oo, A;] x [A,, Al])
Osplit: Node

Search with A, and Afy in %.
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Let b4yt be the node where the search paths split.
FOR ALL nodes v on the search path of A, or Aj DO
IF p(v) €] — o0, Ay] x [Ay, A}] DO report p(v)
FOR ALL nodes v on the path of A, in lc(vgsp ) DO
IF the search path goes left at v DO ReportInSubtree(rc(v),A;)
FOR ALL nodes v on the path of A; in 7c(vgpe) DO
IF the search path goes right at v DO ReportInSubtree(lc(v),A;)

Finally we have here:

Proposition 4.3 (Unbounded 2-dimensional range queries) Let P be a set of n 2-
dimensional points. They can be stored in a priority search tree which uses O(n) stor-
age and has O(nlogn) construction time. The points in a query range of the form
] —00,Az] x [Ay,A}] can be reported in time O(logn + k) where k is the number of
reported points.

For proofs see [4].

4.1.4 Segment trees

If we are not interested in storing one-dimensional points but intervals and if we want
to compute all intervals which contain a query point (the counterpart of what we have
called a one-dimensional range query) we can use segment trees for that. They are es-
pecially useful when additional information has to be stored with the intervals. Let
I = {[A1, Al],[Ag, A, ..., [An, AL]} be a set of n intervals and pi,pa,...,pm be the
list of distinct interval endpoints with p; < p; Vi,j € {1..m}. The elementary intervals
are now defined as:

] - Ooapl[v [plap1]> ]plap2[> [p2ap2], s ’]pmflapmb [pmapm]a ]pma+oo[
A segment tree for I is a binary search tree of the following form:

e Its 2m + 1 leaves correspond to the elementary intervals. The leftmost leaf cor-
responds to the leftmost elementary interval and so on. The elementary interval
corresponding to leaf v is denoted by JInt(v).

e An internal node v corresponds to the interval-union of the elementary intervals
JInt(v’) corresponding to the leaves v’ of v.

e Each node and leaf v stores additionally a list J(v) C I of intervals. Denoting
the parent of v by parent(v), J(v) contains the intervals [A,A’] € I such that
Int(v) C [A, A’] A Int(parent(v)) € [A, A'].

To construct a segment tree the endpoints of the intervals in I are sorted firstly in
O(logn + k) time. Then a balanced binary search tree on the elementary intervals is
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constructed where additionally the interval Jnt(v) is determined for the nodes v in a
bottom-up manner taking linear time. The list J(v) is constructed by inserting every in-
terval [A, A’] € I into T via the following function InsertSegmentTree. It initially gets
the root of the segment tree and the interval to insert:

InsertSegmentTree(Node v, Interval [A, A'])
IF Jnt(v) C [A, A/] DO
store [A,A] at v
ELSE {
IF Jnt(lc(v)) N[A, Al # 0 DO
InsertSegmentTree(lc(v), [A, A'])
IF Jnt(re(v)) N[A, Al #( DO
InsertSegmentTree(rc(v), [A, A'])

Now it is straightforward to give the query algorithm QuerySegmentTree which gets a
root of a segment tree and a query point p as input. It returns all intervals containing p:

QuerySegmentTree(Node v, Point p)
Report all intervals in J(v)
IF v is not a leaf DO {
IF p € Int(lc(v)) DO
QuerySegmentTree(lc(v),p)
ELSE
QuerySegmentTree(rc(v), p)

We summarise here:

Proposition 4.4 (Segment trees) A segment tree for a set I containing n intervals
uses O(nlogn) storage and can be built in O(nlogn) time. We can report all intervals
that contain a query point in O(logn+k) time where k is the number of reported intervals.

For proofs see [4].

4.1.5 Testing for intersection

To get rid of hyperrectangle-intersections the very first thing we have to know is which
hyperrectangles intersect at all. Several techniques exist here, see e.g. [20] for an overview.
We want to solve the following problem:

Let S be a set hyperrectangles. Given a query hyperrectangle Q) = H;.lzl[lj, 7]
report all R € S with Q N R # 0.
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For every n < d we define the n-projection R" of a hyperrectangle R as R" =g
H?:o [l;, r;]. To distinguish the interval borders of two hyperrectangles R and @ we use
use the notation [;(R) and r;(R) resp. [;(Q) and r;(Q). The solution to the intersection
problem is based on two obvious facts:

RNQ#0 & [la(R),ra(R)]N[la(Q),7a(@)] # 0 and RTINQI #0

And we have:

[la(R),ra(R)] N [la(Q),ma(@)] # 0 & 1a(R) € [la(Q),74(Q)] or 1a(Q) € [la(R),ra(R)]

The latter definition shows that the basic operation is checking if a given one-dimensional
query point lies within an interval. Edelsbrunner and Maurer [9] have developed a tech-
nique called orthogonal object intersection which basically uses the data structures as
introduced in this section. Furthermore the use of dynamic extensions of these structures
allows insertion and deletion operations. We get here:

Proposition 4.5 (Orthogonal object intersection) 7o compute all hyperrectangles
R € S which intersect a query hyperrectangle Q@ can be done in O(logdn + k) time and
O(n logd—! n) space. k is the number of reported intersecting hyperrectangle. Preprocessing
takes O(nlog?n) time and Insertion and deletion takes O(log?n) time.

See also [19] 5.3 for a general description of this technique. We have see seen that efficient
structures and algorithms exist to check for intersection. Using their dynamic versions we
can already add and delete hyperrectangles to our set Permit and perform intersection
checks. What is missing is an efficient algorithm which can remove intersections resulting
again in a set hyperrectangles.

4.2 Removing intersections and canonical normalisation

We introduce a new algorithm which transforms a set S such hyperrectangles into a set
S” of non-intersecting ones covering the same space, i.e. | JR € S =JR € S’. We have
seen in chapter 2 that in general there are many possible results conceivable. That is
why the algorithm is based on a total order on the axes and will “slice” the rectangles
in a maximised way using this order. Given two sets S1 and Sy covering the same space
we will get equal results provided that the axes-order is the same. That means that the
transformation is canonical. To ease the description we allow here that hyperrectangles
touch each other, i.e. their contour may intersect. It is straightforward to adapt the
algorithm to the discrete case.

4.2.1 Ordered Maximal Slicing algorithm

Let S be a given set of d-dimensional hyperrectangles. First a total order on the d axes
has to be defined: a; > ay > ... > a4. The algorithm completes recursively the [l;, 7]
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OMS(Ordinal: ord, Set of hyperrectangles: S)

Act, Part, Resgp, Res: Set of hyperrectangles := ()

IF S =0 RETURN () ELSE

IF ord =0 RETURN a set with an empty hyperrectangle ELSE
REPEAT

sweep the a,q-axis only taking care of the hyperrectangles in S

stop when hyperrectangles begin or end at a sweep-point p

add all beginning rectangles to Act and subtract all ending ones
Resgup = OMS(ord — 1, Act)

set l,.q =p for all hyperrectangles in Resgyp

set 7,-¢q =p for all hyperrectangles in Part

check for all pairs (R;, Rg) € Part x Resg,, if they can be glued
with respect to agqg, i.e. [li(R1), mi(R1)] = [li(R2), mi(R2)] Vi <ord
if so, add R; to Resgy, subtract Ry from Part and Ro from Resg
Res = Res U Part

Part = Resgy

UNTIL sweeping of the a,-¢q—axis has finished
RETURN Res

Figure 4.2: Ordered Maximal Slicing Algorithm

interval-borders, beginning at a1. It sweeps the projections of the hyperrectangle in every
single dimension, i.e. projections to the real line. The initial call is OMS(d, S). The algo-
rithm is given in figure 4.2.

Example

To demonstrate the algorithm we apply it to the set of two-dimensional rectangles shown
in figure 4.3. We have two axes, a; = x, az = y, and set a; > ag. The algorithm is initiated
by the call 0MS(2, {A, B,C, D, E}) and therefore starts sweeping as = y axis. the In the
following table the resulting sets after every REPEAT-loop are shown. The recursive calls
to OMS(1, {7}) are not shown explicitly, their results come out the same way. When two
hyperrectangles glue they are underlined.

The number of resulting hyperrectangles depends on the axes-order. If we had chosen
as > ap six rectangles would have resulted instead of eight in the a; > ao case. Note
that it is also possible that the algorithm even optimises the set, i.e. the resulting set of
hyperrectangles is smaller that the original one.
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It can be seen that equal calls to OMS can recursively occur several times. That is why
saving the results of the OMS-calls can enormously speed up the running time.

p Act Res Part Resgup
2,6 [L7] 2,6 _ .
glue
5 B.C.E 0.6 x g NL13IX L7 11,13 _ ous(1. (B.C. B}

2,10 x [3,7] " [2,10]

[11,13] x [1,4]
4 B,C,D,E 2,10] x [3,4] [1,13] x [4,7] =<— [1,13] = 0MS(1, {B,C, D, E})

» [2,10] x [5 ] 2,10] _
. B.C.E [1,13?” [4, 5] (1,13] x [H 1?1 OMS(1, {B,C, E})
*\\K

6 B.E [2,10] x [5, 6] [1[; ]3] 11 13 = OMS(1, {B,E})
w\x

7 B IL13]x[5,7 19 6] x — oMS(1, {B})

8 A B [2,6] % [6,8] [2,8] x [8,7]<— [2,8] = OMS(1, {A, B})
o = o _glue

9 A no change [2,8] x [8,7] %@ = 0MS(1, {A})

10 0 [2,8] x [8,10] 0 oms(1, {0}) = 0

Correctness of OMS

Let S be a set of d-dimensional hyperrectangles. By RiH Ry we denote that hyperrectangle
Ry at most touches Rs, i.e. Ry N Ry = () or their contour intersects. Regarding a single
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=

=
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123456780910 111213 12345678910 111213 "

Figure 4.3: Example with z > y

call of OMS we have to show that

® Uges B =Ugecons(a,s) @ (point-wise correctness)
e VR, Ry € OMS(d,5), Ry # Rz : R B Ry (no overlapping)

For two calls 0MS(d, S1) and OMS(d,S2) we have to prove the unique normalisation prop-
erty:
U B= [J R & oms(d,51) = 0MS(d,Sy)
ReSt ReS,

Point-wise Correctness We prove the point-wise correctness for any dimension d and
any set S of d-dimensional hyperrectangles by induction on d.

Base case
We have d = 1. S is a set of one-dimensional hyperrectangles, i.e. intervals on the real
line. For R € S we have R = [l;, r1]. We have to prove that Upcg B = Ugeous(1,9) B2
holds for every S. If S = () we have OMS(1,0) = 0 = gy R- If S # 0 we prove the
equality in two steps:
“C” — Given a R € S. We have to show that R C UReoMs(l,S) R. Coming to sweep
point /1 (R) we have R € Act. We also know that Resg,, = {R2} with Ry being an empty
hyperrectangle. If Part = () OMS sets l1(Rz2) = l1(R) and we have Part = { Ry} before the
sweeping continues. If Part = {R;} we know that [;(R;) < [1(R) and that OMS glues Ry
with Ry. The sweeping continues with Part = {R1}. In both cases we have Part = {R'}
with I (R) < l1(R) before the sweeping continues. Note that because OMS (0, Act) returns
a single (empty) hyperrectangle when S # () we always have |Part|] < 1 in the one-
dimensional case. Coming to a sweep point p < r1(R) where Act changes we know that
0MS will glue the empty rectangle obtained by OMS(0, Act) with R’ € Part. When sweep
point r1(R) is reached and Act = () R’ ends having r1(R') = r1(R). If Act # () the gluing
continues. Because eventually Act will be empty R’ moves to Res having r1(R’) > r1(R).
Together we have R C R'.
“D” — Givena R € OMS(1,5). We show that R C | Jpcg R. At sweep point [1(R) we know
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that IR’ € Act C S with [;(R) = [;(R’). The sweeping continues with Part = {R} and
whenever Act changes without becoming empty OMS glues the empty rectangle obtained
by 0MS(0, Act) with R until sweep point r1(R) is reached. Here we have Act = () and R
ends. Because Act was not empty from /3 (R) until r;(R) we know that whole R is covered
by hyperrectangle from S.
Inductive step

Having d > 1 and given Upcg R = Upeous(a—1,5) 1t for every set S of (d-1)-dimensional
hyperrectangles we have to show that | Jpcg R = ReoMS(4,9) R holds for every set S of
d-dimensional ones. If S = () we have 0MS(d,0) = 0 = Upey R If S # 0 we prove the
equality in two steps:

“C” — Given a R € S. We have to show that R C UREDMS(dﬁ) R. We know that
R = R¥1 x [I4(R), r4(R)]. Coming to sweep point l4(R) we have R € Act. Using the
1= Ureons(a—1,4ct) R™!'. That means
that there are Ry € Resgy, with RT~1N Rgfl # () which cover R%~!. If such an Ry is not
glued it gets Iq(R2) = lq(R). If Ry is glued with a Ry € Part we know that RI™1 = RI~!
holds, therefore we have R4~ N Rg_l = R¥1n Ril_l. So finally we have R?™! totally
covered by hyperrectangles R’ € Resgy, which have [4(R’) < l4(R). Resgypy becomes Part
and the sweeping continues. Coming to a sweep point p < rg(R) where Act changes two

induction hypothesis we get R4~ C Ureres,,, It

cases can occur with the hyperrectangles R; in Part which together cover R up to p. If
Ry is not glued it ends and moves to Res. Then this part RN R x [I4(R), p] of R is
already part of UREOMS(d,S) R. If Ry is glued with a Ry € 0MS(d,Act) this part of R stays
saved in the glued hyperrectangle. Because R is still part of Act we know again that all
parts of R%! are covered by the hyperrectangles in Resg,, which become Part. If OMS
finally comes to sweep point r4(R) all parts of R™! x [I4(R), r4(R)] are already saved
in Res or part of the hyperrectangles in Part. Because all these rectangles R’ € Part
eventually end with r4(R') > r4(R) whole R is finally subset of pequg(a,s) 1t-

“D” — Given a R € 0MS(d,S5). We show that R C (JpcgR. At sweep point [4(R)
we have R4 ! € Resgy, = OMS(d-1,Act). The induction hypothesis gives R¥~! C
Ugeae B! Because Act C S and VR’ € Act : l4(R') < l4(R) we already know that
R x [1g(R), 1a(R)] € Upeaet B € Ugeg R holds. R moves to Part and the sweep-
ing continues. Coming to a sweep point p < r4(R) where Act changes R glues with a
Ry € Resgyp = OMS(d-1, Act). We know that R4 = Rgfl and because the induction
hypothesis gives RS~ C | reac BT1 we get again R C (Jpeaq R4 Together we
have R4 x [I4(R), p| € Upeg R. Coming finally to sweep point r4(R) we know that R
is completely covered by the hyperrectangles in S. |

No Overlapping At first we define that R; at most touches Ro:
RiBRy & Jie{l,...,d}:ri(Ry) <l;(R2) V 1i(R2) <l;(Ry)
We immediately get
RVIEBRy = RIBARyY Vn>1 (4.1)
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We prove that the resulting hyperrectangles do not overlap for any dimension d and
any set S of d-dimensional hyperrectangles by induction on d.

Base case
We have d = 1. S is a set of one-dimensional hyperrectangles. If |[OMS(1,S5)| < 2 there is
nothing to prove. If [OMS(1,S5)| > 2 let R € OMS(1,S). We show that RE R’ holds for all
R € 0MS(d,S) with R # R. We know that Part = () at sweep point /;(R) because other-
wise OMS would glue R with the (only) hyperrectangle in Part. Therefore all R’ € Res have
r1(R’) < 11(R). The sweeping continues and OMS glues R whenever Act changes (without
becoming empty) with the empty hyperrectangle obtained by OMS(0, Act). Coming to
sweep point 71 (R) we know that Act = (). R ends and the sweeping continues. All other
R’ which are added later to Res have l;(R’) > r1(R).

Inductive step
S is now a set of d-dimensional hyperrectangles. If |0MS(d,S)| < 2 there is nothing
to prove. If |OMS(d,S)| > 2 let R € OMS(d,S). We show that R B R’ holds for all
R’ € 0MS(d,S) with R’ # R. We know that at sweep point [4(R) we have R~ ¢
Resgypy = OMS(d-1, Act). All R’ which are already in Res have r4(R’) < l4(R), therefore
we have R H R’ here. For all R € Part which do not glue and therefore finish and
move to Res we have ry(R') = l4(R), RHB R’ holds here too. The induction hypothesis
gives R¥~1 B Rg_l VRy € Resgyy with Ry # R. If there is a gluing of such a R with
a R; € Part we know that Rffl = Rgfl, therefore we know that R at most touches
the (d-1)-projections of the other hyperrectangles in Resg,; which then becomes Part.
Coming to a sweep point p < r4(R) where Act changes. For all R' € Part which do
not glue and therefore move to Res we know by (4.1) that RHB R'. R glues with a
Ry € Resgyp = OMS(d-1, Act). We know that R~! = Rgfl and the induction hypothesis
gives Rg_l H Rg,_ V'VRy € Resgy, with Ry # Ros. If there is a gluing of such a Ry with
a R; € Part we know that R‘li_1 = Rg_l and therefore we know again that R4™! at
most touches the (d-1)-projections of the hyperrectangles which become the new Part-
set. Coming finally to sweep-point r4(R). R ends and moves to Res. By (4.1) we know
again that R 8 R’ for all R’ € Part which end here too. If an Ry € Part glues with a
Ry € Resgypy = 0MS(d, Act) we have R’f_l = R;_l and because R" 1 H R?_l we also have
R M@ Rgfl. By (4.1) we know again that R at most touches the glued hyperrectangles
when it eventually ends. For all Ry € Resgy, which do not glue we have r4(R) = l4(Ra).
All other R’ € 0MS(d,S) which are added later to Res will have [4(R') > r4(R). Finally
for all R’ € 0MS(d,S) with R’ # R we have shown that RH R’ holds. [

Unique Normalisation Property Because of the point-wise correctness we already
know that

U B= [J R « oms(d,51) = 0MS(d,Sy)

ReS) ReSy

holds. We prove the opposite direction for any dimension d and any sets S7, S92 of d-
dimensional hyperrectangles by induction on d.
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Base case
We have d = 1. Upeg, B = Ugeg, B = 0MS(1,51) = OMS(1,52) follows directly out of the
point-wise correctness and the fact that VR, Ry € OMS(1,.51) resp. VR, Ry € OMS(1,.55)
holds Ry N Ry = 0.
Inductive step

S1 and Sy are sets of d-dimensional hyperrectangles. We know that (Jpcg, B = Ugeg, I
holds which induces that min (Ugeg, [la, 7a)) = min (Uges,[la, 7a]). That means that
OMS; (d,.51) and 0MSs(d,S2) have the same sweep point p; where Act changes the first
time. We use the index at OMS;; and their variables to distinguish both calls of OMS. We
assume that URGS1 R = UR652 R = 0MS(d-1,S5;) = 0MS(d-1,S5) holds for all sets Sy
and Sy of (d-1)-dimensional hyperrectangles. Coming to this first sweep point p; where
0MS; and OMS; stop simultaneously because Act changes we know that Jpe Acty R =
UReAc752 R"!. The induction hypothesis gives OMS; (d-1, Act;) = OMSy(d-1, Acts). Be-
cause Part; = Party = () nothing is glued and both calls to OMS end up in the same
set Part before the sweeping continues. If OMS; and OMSs stop again simultaneously
because Act changes the induction hypothesis guarantees again that both have equal
variable-states before the sweeping continues. Coming to a sweep point p where one of
them, let us say OMS;, stops because its Act; changes. By Act?'® we denote the state
of Act, before p was reached. OMS, does not stop because no R € S5 begin or end at
p. But therefore we know that (Jgc 4.4, R 1 = URGACthd R" 1. The induction hypoth-

esis gives here OMS; (d-1, Act1) = OMS; (d—1,Act‘2’ld). That is why we know that for all
Ry € Resgyy = OMSy(d-1, Acty) there exists exactly one Ry € Part with RTffl = R;fl
and vice versa (a bijection). Therefore all these pairs glue and no one ends which means
that Parts does not change. Together we have seen that both calls to OMS result in the
same set Res. |

Complexity of 0MS

Without any optimisation like the mentioned saving of intermediate results of recursive
calls the algorithm performs less than 2n? recursive calls with n being the number of
initial hyperrectangles. Future research is needed to gain a deeper understanding of the
real complexity because the axes-order is a dominant factor and the distribution of the
hyperrectangles in the space matters to.

4.3 Summary

We have everything together to implement the é-operator of the GetInterBU algorithm.
We add a new Permit-hyperrectangle (L(i)) to the geometrical data structure representing
the Permit-set via the insert-operation. Then we perform the orthogonal object intersec-
tion algorithm to gain a set I C Permit of intersecting hyperrectangles. Next we apply
OMS on I to remove the intersections. Finally we exchange the intersection-free result with
I and get so a canonical, non-intersecting set Permit as wanted. The &-operator can also
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be implemented by using a slightly modified version of the OMS-algorithm, we just have
to interpret Deny-hyperrectangles as interval-gaps on the axes-projections. Therefore we
can implement all the algorithms of chapter 2.

Because the size of the result of OMS depends highly on the axes-order it is difficult
to compare our algorithm with other ones. Future research needs to be done to develop
heuristics for finding efficient orders for specific fields like firewall rule-lists. A dynamic
adaptation of the order to optimise the result is also conceivable.

Sanchez and Condell [21] introduce their decorrelation algorithm which also removes
intersections from a given set of hyperrectangles. Their approach is not canonical. Some
tools for firewall analysis are based on this technique, e.g. [11].



Chapter 5

Summary and Outlook

Analysing firewalls turned out to be a more complex process than one may expect when
considering firewall semantics — sets of permitted and denied IP-packets. A transfor-
mation into a new formalism is necessary to perform analytical tasks. Furthermore a
back-translation into a tabular representation is essential to exploit the computed results.

A formal foundation based on set-theory was evolved. It laid the general fundament
for every approach and constituted a pattern for suitable data structures and algorithms.
With the help of category theory the resulting implementable structures could be modelled
as objects of categories. Showing the isomorphisms between these categories proved the
structural correctness of the implementations.

The classical formalism for describing a packet filter is a rule-list. It has two properties
which make it unsuited to perform analysis, it is correlated and not canonical. In this work
two main approaches for firewall analysis have been introduced — a geometrical and a logical
one which mainly traces back to the work done by Scott Hazelhurst. Both approaches
are still in development. Neither experimental nor theoretical results exist which would
allow a fair comparison. And both highly depend on heuristic data structures (BDDs) or
algorithms (OMS). This suggests a concentration on real-life comparison because worst
case complexity of these structures is usually quite bad (see e.g. [5]). But there seems to
be an interesting interconnection between the variable order of BDDs and the axes order
of the hyperrectangles. The basic observation is that the set of truth-assignments which
evaluate a formula ¢ to true can be interpreted as points in space.

The geometrical approach is a promising new concept for analysing firewall rule-lists.
Well-studied data structures and algorithms exist which allow an efficient implementa-
tion. In addition there is a direct and simple interconnection between filter-rules and
hyperrectangles. Furthermore the OMS-algorithm is a real alternative to the decorrelation
strategy [21] which is implemented in several tools like [11]. Beside firewall-analysis it can
be applied to a broad range of problems, e.g. hardware design [22]. After the theoret-
ical background was given in this work a real-world implementation would finally show
the applicability and efficiency of a geometry-based analysis. Such an implementation
may also help answering questions like in which cases is canonical normalisation really
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necessary/useful?

The basis for a generalisation to multiple actions which applies to every approach
was given too. Such a generalisation may become an important topic in the growing
complexity and diversity of the Internet protocol-structures and security policies. An
extension to stateful packet filtering and dealing with IPv6 are the next big challenges.

Another field of interest is the development of a substitute for the classical rule-list
syntax which has a lot of disadvantages as seen throughout the work. Hyperrectangles are
basically rules seen geometrically and BDDs are everything but human-friendly. Hence
both approaches do not yield a candidate here at first sight.

A recent tendency is to hide structured information in a single protocol, e.g. web
services use http as its carrier. It will be seen how firewalls deal with this and how analysis
can be performed here. But as things become more and more complex the availability of
applicable analysis tools will become vital.
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Mathematical notions

Set theory

Definition A.1 (Powerset) 2 denotes the powerset of set H.
Definition A.2 (Disjoint Sets) Two sets A and B are disjoint iff AN B = ().

Definition A.3 (Partition) Let H be a set and (n;)ic; a set-family such that Vi € T :
ni € 28 (mi)ier is a partition of H iff

* Uielni =H,

o Vjkel, j#k: n; and n, are disjoint.

Definition A.4 (Ordered Union) Let (n;)icr and (¥;)icr be set-families over the same
index-set I with |I| = n. Given a total order < over I withi; < ... <in < T, {i1,.., in} =
I, the ordered union (&;)ier, written (&)ier = (ni)ier U< (W%:)icr, is recursively defined as
follows:

o {r=10
b fij = (77ij U ﬁij) \ Uk>ij &k

Proposition A.1 (Ordered Union preserves Partitions) Let (n;)icr and (9;)icr be
partitions of a set H. Then (&)ier = (Mi)ier U< (¥i)icr s also a partition of H.

Proof:

o We prove that J;c; & = H. Let e be an arbitrary element of H. Because (1;)icr
is a partition of H we know that there exists a j with e € n;;. It follows that
e € n;; Udy;. Furthermore we know that &, = (n;; Ud;,) \ Uk>ij &k. In the case that
also e € Uk>i]- &k it follows immediately that e € U;c; & If e & Uk>z‘j & it follows
that e € &, which also induces that e € ;< &:-
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o We prove that Vj,k € I, j # k: & and & are disjoint. To do so we prove that
every &, is disjoint to all §, k > ij. This follows immediately out of the fact that

gij = (772] U 1974]) \ Uk>ij &k - |

Category theory
Definition A.5 (Category) A category C = (Obc, Morc,o,id) consists of
1. a class Obg of objects,
2. for every two objects A, B € Obc a set Morc(A, B), the morphisms,
3. for every three objects A, B,C € Obc an operation
o: Morc(A,B) x Morc(B,C) — Morc(A,C)
the composition operator,
4. for every object A € Obc a morphism ida € Morc(A, A), the identity,

such that the following laws hold:

Associative law — for all A, B,C,D € Obc and all f € Morc(A,B), g € Morc(B,C)
and h € Morc(C, D) holds:

(hog)of=ho(gof)
Identity law — For all A, B € Obc and all f € Morc(A, B) holds:

foidA:f and idBOf:f
If f € Morc(A, B) we write also f : A — B.

Definition A.6 (Isomorphism) A morphism i : A — B is called an isomorphism iff
there is a morphism j : B — A with joi=1ids andio j = idg. Two objects A, B € Obc
are called isomorphic, written A = B, iff there is an isomorphism i : A — B.

Definition A.7 (Terminal and initial object) Let C be a category.

An object 1 € Obg is called terminal in C iff for every object X € Obg there exists exactly
one morphism !x : X — 1.

An object 0 € Obg is called initial in C iff for every object X € Obgc there exists exactly
one morphism 7x : 1 — X.

Given two terminal or two initial objects A and B we have A = B, i.e. terminal and initial
object are unique up to isomorphism.

Definition A.8 (Product) Let C be a category and A, B € Obc.
A product (A x B,m1,m2) of A and B consists of
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e an object A X B together with
e two morphisms m : AXx B — Aand o : AXx B — B

such that for every object X together with two morphisms f : X — A andg: X — B
there is exacly one morphism (f,g) : X — A x B with my o (f,g) = f and w0 (f,g) = g.
Products are unique up to isomorphism.

Definition A.9 (Cartesian category) A category C is called cartesian iff it contains
a terminal object and a product (A x B,my,ma) for every pair A, B € Obc.

Definition A.10 (Product of morphisms) Let (A x B, m,m2) and (A" x B', 7}, 7}) be
products of A and B resp. A’ and B'. Given two maps f : A — A’ and g : B — B’ we
gain a morphism f x g: Ax B — A" x B’ defined by f x g = (f om,go0ma).

Definition A.11 (Coproduct) Let C be a category and A, B € Obc.
A coproduct (A + B,t1,t2) of A and B consists of

e an object A+ B together with
e two morphisms 1, : A— A+ B andis:B— A+ B

such that for every object X together with two morphisms f : A — X and g : B — X
there is exactly one morphism [f,g] : A+ B — X with [f,g]ov1 = f and [f,g] o t2 = g.
Coproducts are unique up to isomorphism.

Definition A.12 (Exponent) Let C be a cartesian category and A, B € Obc.
An exponent (B4 eag) of A and B consists of

e an object B4 together with
e a morphism egp: A X BA S B

such that for every object C' and all morphisms f : A x C — B there exists exacly one
morphism ff: C — B4 with €aBo (ida x M=
Ezxponents are unique up to isomorphism.

Definition A.13 (Cartesian closed category) A cartesian category C is called carte-
sian closed iff it contains an exponent (B4, €a,p) for every pair A, B € Obc.

Definition A.14 (Functor) Let C and D be a categories.
A functor F = (Fop, Fayror) : C — D consists of

e an operation Fop, : Obc — Obp and
e for every two objects A, B € Obc an operation

Frror : Morc(A, B) — Morp(Fos(A), For(B))
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such that

e for all C-morphisms f: A— B and g : B — C holds
Frtor(9 0% £) = Fror(g) o Fagor(f)
e and for all A € Obc holds
Faor(id%) = idp,, ) -

Definition A.15 (Composition of functors) The composition G o F' of two functors
F:C—Dand G:D — E is defined as:

(GoF)(A) = G(F(4) (A€ Obc)
(GoF)(f) = GE(f) (f:A—BinC)

The functor Idc : C — C is defined as:

Idc(4) = A (A€ Obc)
Ide(f) = f (f:A— BinC)

Definition A.16 (Isomorphic categories) Two categories C and D are called isomor-
phic iff there exist functors I : C — D and J : D — C such that

Jol =1Idc and IoJ = Idp
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